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Abstract. As agentsmove into ever moreimportantapplicationsthereis a naturalgrowth in interestin tech-
niquesfor synthesizingnultiagentsystems.We describean approacHor engineeringhe coordinationrequire-
mentsof amultiagentsystembasedn ananalysisof cornversationinstancegxtractedfrom usagescenariosThis
approactexploits the notion of Dooley graphsthatwererecentlyintroducedto the multiagentsystemscommu-
nity from thelinguisticsanddiscourseanalysidliterature. We shav how, with a few key modifications,Dooley
graphscanbe usedto generateoordinationrequirementsandconstraintson the behaior modelsof the agents
participatingin amultiagentsystem.

Our presentapproachs embodiedn the context of our recentwork on a distributed coordinationservicefor
heterogeneousutonomousgentsThis approachiakesasinput(a) agentskeletonsgiving compactescriptions
of thegivenagentdn termsof their eventsthataresignificantfor coordinationaswell as(b) relationshipsamong
theeventsoccurringin theseskeletons A naturalquestionis hov maytheskeletonsandrelationshipbeproduced
in thefirst place. It turnsout thata methodologythatbeginswith Dooley graphscanreadilyyield the skeletons
andrelationshipsieededo achieve thedesiredcoordination.

Consequentlyour approactcombineshe benefitsof anintuitive methodologywith a formal anddistributed
framework for developingmultiagentsystemdrom autonomousgents.

Keywords: Coordinationdevelopmentandengineeringnethodologies.

1. Introduction

Forthepastseveralyears agenthave beensteadilymoving into moreandmoresignificant
applicationg4]. Among the benefitsof usingagentss thatthey more naturally support
the developmentof software systemswvhosecomponentsre heterogeneouguilt in dif-
ferentways), and autonomougrepresentinglifferentinterests). Thesepropertiesmake
agentddeally suitedto applicationsn electroniccommerceyirtual enterprisesandother
opensettingg14]. In theseapplicationsagentamustwork in cooperatiorwith traditional
systems.Becausef the importanceof theseapplicationsandthe risks of developingin-
valid systemstechniquedor building agentsmustcomparewell with the techniquedor
building traditional software systems.Thereis thusa major needfor industrial-strength
approache$or engineeringagent-basedystems.Indeed,what distinguishesengineering
from scienceis the use of rigoroustools and soundmethodologiedor the construction
of solutions.Many currenttools take coordinationrequirementssinput. We developan
approachhroughwhich suchrequirementsnay be synthesized.

Of all thekinds of agent-basedystemsmultiagentsystemsarethe mostinterestingfor
two reasonsOne,theinteractionthatis inherentin multiagentsystemslistinguisheshem
from otherkinds of softwaresystemsgvensingle-agensystems.For instancethedozen
traditionalsoftware architecturabktylescatalogedoy Shav & Garlan[27] do notinclude
arything thatis at the level of abstractiorof communicatiorprotocolsamongagents.In
this paperwe treatagentsaaspersistentomputationabbjectsthatcanperceve,reasonact
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in theirervironmentandinteractwith otheragentg17]. Thechiefmodeof interactionthat
we considelis communicationMultiagentsystemghusconsistof severalcommunicating
agentswe do not considersingle-agensystemsere.

Two, thechallengeposedy theirconstructiorarequalitatively different,andwe believe
harder thanthe challengegposedby the constructionof traditional distributed systems.
Thisis largely becausef the above propertiesof multiagentsystemsspecificallybecause
of two reasons.Multiagentsystemsnvolve interactionin the faceof heterogeneityand
autonomy Further corventionalwaysof softwareengineeringevenlack the abstractions
necessaryo understandand model multiagentsystems. As a result, tools and method-
ologiesfor traditional software systemswhile sometimesappliedto multiagentsystem
designJeave roomfor severalenhancements.

1.1. Traditional Softwae Engineering

The problemof building complex systemshasof coursebeenintensiely studiedin the
software engineeringcommunity Most pertinentfor our presentdiscussionis the pre-
vious work on methodologiesn object-orientechnalysisanddesign. This is so for two
main reasons.One, the object-orientedapproachesrethe mostrecentandsophisticated
of the software engineeringapproaches.Object-orientednodelinglanguagegsoo have
evolvedrecently culminatingin the unified modelinglanguaggUML) [12]. Two, objects
arecloselyrelatedto agents;in fact, agentsare frequentlyrealizedas objectswith some
additionalproperties.

Excellentsummarief the software engineeringapproacheareavailablein textbooks
by Texel & Williams [37] andPressmaifi25, chap.20]. We follow Pressmamaoreclosely
in thefollowing discussion.Approachesuchasclassdiagramshataregearedor some
aspect®f designandprogrammingarenotdirectly relevanthere;we emphasiz¢hebeha-
ioral andinteractve aspect®f agentdesigns Classdiagramsconsiderdesignat the micro
level, whereaghe interestin multiagentsystemds at the macrolevel. Four mainkinds
of softwareengineeringapproachegjesignedor the behaioral andinteractve aspect®of
objectsarerelevanthere.

e Usecasesnvolvethecaptureof how asystemwill beusedandthedifferentuserroles
thatwill invokeits functionality Usecase@reagoodfirst steptowarddesigningasys-
tem,but they areusuallytoo sparseo helpin adetailedanalysis For detailedanalysis,
the systembuilder mustconstructa representatiosuchasanactwity diagram,which
candescribehecomputationssthey affectthe macrofunctionalitiesof the system.

e Theclassresponsibilitycollaboration(CRC) modelindicatesfor eachclassthe meth-
odsfor whichit is responsiblendthe otherclasse®nwhichit mightinvoke methods.
In this way, the “collaboration”is really only a client-sener relationshipjt is not suf-
ficientto capturetrue peerto-peercollaborationasstudiedin the multiagentsystems
community

¢ Thebehaior of anobjectmaybedescribedisinga representatiosuchasstatecharts
[16, 15]. A statecharshavsthestatef anobjectalongwith transitionsamongthem.
The transitionstake placewhenan event occursand a specifiedconditionis true; in
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that case,an additionalaction may also be performed. Interestingly the usualway
to apply statechartfor behaior modelingassumeshatthetransitionsaredrivenonly
from externalevents.Thisis becauseynlike agentspbjectsarenotexpectedo behae
proactiely.

e Eventtracesshav how the eventson differentobjectsin a systemare ordered;the
eventscorrespondo messageamongtheclassesThesearerelatedto thelowestlevel
descriptionof corversationsywhich we will take asinput. Eventflow diagramsshowv
the messagethat differentclassesnay exchangetheseare a somavhat more static
representatiothaneventtraces.Sometimesthe messageto which a classresponds
arecalled“protocols; but theselack the structurethat multiagent(or even network)
protocolscarry.

Pressmardescribegshe commonapproachof all software methodologies.The existing
methodologiesll involve (a) capturingrequirementghroughusecases(b) developing
classdiagramsand (c) determiningobjectbehaior. By contrast,our approachnvolves
(a) beginning with usecasesof corversations(b) determiningthe agentskeletonsand
relationships(c) fleshingouttheagentdesigndo meetthe skeletonswhich mightinvolve
the developmentof classdiagrams.Goingtop-donvn by beginningwith interactionsasin
our approachemphasizethemodularitythatis oneof theattractionsof agentechnology

1.2. Interaction-Oriented®rogramming

Our mainmotivationsthereforeareto studythe macroaspect®f multiagentsystemscon-
structionandespeciallyto do soin the context of characterizingnteractionsamongau-
tonomousand heterogeneouagents. With thesemotivations,we have beenpursuinga
programof researchon interaction-orientedprogramming(IOP). IOP seeksto develop
techniquesandtools for the constructionof multiagentsystemsby specifyingthe inter
actionsamong(usually) autonomousgents. IOP hasthreemain component®r layers:
coordination,commitmentsand collaboration. Coordinationdealswith how the agents
operatdn asharecernvironment.Coordinationenableghe constructiorof multiagentsys-
temswhoseconstituentagentsare properlyorchestrated32]. Commitmentscapturethe
agents’obligationsto oneanotheysoasto realizethe organizationaktructureof a multi-
agentsystem[30, 19, 38]. Collaborationdealswith how theagentscarry out higherorder
actiities, suchasteamvork andnegotiation[33]. We lack the spaceto review all of IOP
here,but additionaldetailsmaybefoundin theabove references.

Herewe concentrat®n the coordinationlayer. Specifically we considerthe problemof
creatingspecificationgor agentbehaior andinteractionto achieve the necessargoordi-
nationto supportvariouskinds of communicatie or “conversational’interactions.Since
communications inherentlyrelianton the agents commitmentspur approacmaturally
leadsusto a discussiorof commitmentsaswell.

As partof IOP, we developedanapproactor coordinatingheterogeneousutonomous
agentg[32]. Our approachspecifiesindividual agentsin termsof skeletons which give
coarsedescriptionsof the agents’behaior. Being coarse thesedescriptionssuccinctly
capturethe essentiabspectf the agents behaior that are significantto their potential
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coordinatiorwith otheragentsThislack of detailis essentiato achieving theheterogene-
ity of agents—welon't know anddon’t carehow anagentmaybeimplementedislongas
it satisfiegheratherminimalinterfacespecifiedby a suitableskeleton.

Desiredcoordinationsrespecifiedby statingrelationshipamongheeventsof different
agents.The eventsaremostly actionsbut in somecasesxouldalsobe obsenationsmade
by the agents.Theserelationshipsareexpressedn a formal languagebasedon temporal
logic, and canbe automaticallyprocessedo yield distributed meansof coordinatingthe
eventsof differentagents.The key motivationfor theserelationshipss thatthey specify
the constraintson an agents interactions;beyond these,the agentis fully autonomous.
Applying the coordinationlayer of IOP requiresa meansto createspecificationof the
desiredcoordinationintuitively andcorrectly

We considemDooley graphdrom discourseanalysig 7], whichwererecentlyintroduced
to the multiagentcommunityby Parunak{24]. Dooley graphsoffer avivid representation
of corversationinstances. Interestingly given a corversation,its graphcan be usedto
generatehe skeletonsand relationshipshat are requiredby our approach.To do so, a
Dooley graphis processedo highlight the causalrelationshipsamongactions,andthe
structuralpropertiesof the interactionsof agents. As aresult,asmuchinformationascan
be gleanedrom a corversatioris extractedfrom it.

Althoughwe developthis approachin the contet of our approacho coordinationwe
believe its ideaswill apply wherever the coordinationof heterogeneouandautonomous
agentsmustbe specified. In fact, a numberof currentapproacheso protocolsor con-
versationpolicies are basedon a few basickinds of finite representationef the agents’
behaiors [20, 6]. Theseapproachesssumehat the protocolspecificationis given; by
contrast,our approactseeksto develop suchspecifications.In this way, our approacthis
complementaryo mostexisting approacheandcanin principle becombinedwith ary of
themto supporttheirusage.

Therehasbeena large amountof good work on somerelatedareas,especiallyagent
communicatiofanguageandprotocols.We shallnotdiscusghatlively topicin ary detail
here—wediscusssomeof the challengesn [31]. For simplicity andeaseof presentation,
we follow Parunaks classificationof speechactsand his setof “relationships”among
utterancesHowever, we believe thatour approaclktanbeappliedin othersettingsaswell,
providedthey canidentify the different“characters’playedby anagentin a corversation.
(Thequotedtermsareexplainedbelow.)

The restof this paperis organizedasfollows. Section2 describeghe conceptsf our
coordinationapproach.Section3 presents brief expositionof Dooley graphs.Section4
shavs how we carry out the synthesisy working out an examplefrom [24] to corverta
Dooley graphinto a setof agentskeletons. Section5 discusseswo importantenhance-
mentsto theapproachSection6 discussesherelevantliterature.

2. Coordination

For concretenessye developour approachin the contet of our previousformal work on
coordinationramongagents.We now summarizehekey conceptof our coordinationap-
proach.Additional detailsareavailablein [32]. Our coordinatiorapproactdealswith the
problemof creatingandrealizingformal specification®f the coordinatiorthatis desired
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in a multiagentsystem. This aspeciof coordinationis of necessityat a lower level than
the variousadwancedheuristicapproache$or coordination for example,asreviewed by
Durfee[9].

2.1. CoodinationMetamodel

Therearetwo aspectof the autonomyof agentshatconcernus. One,the agentsarede-
signedautonomouslyandtheir internal detailsmay be unavailable. Two, the agentsact
autonomouslyandmay unilaterallyperformcertainactionswithin their purview. In order
to beableto coordinatehe agentsthe designeiof the multiagentsystemmusthave some
knowledgeof thedesignf theindividual agentsldeally, to maximizetheagentshetero-
geneity this knowledgeshouldbe aslimited aspossible.However, the designemwill need
to know the agents’externallyvisible events,which arepotentiallysignificantfor coordi-
nation. Theseeventsincludethe agents’actionsaswell astheir significantobsenations.
In otherwords,the only eventswe speakof arethosethatarepublicly known—therestare
of no concerno the coordinatiorservice.
Our metamodekonsiderdour classesof events,which have different propertieswith

respecto coordination. Eventsmaybe

flexible, which theagentis willing to delayor omit
inevitable, whichtheagentis willing only to delay

immediatewhichtheagentperformsunilaterally thatis, is willing neitherto delaynor
to omit

triggerable, which theagentis willing to performif requested.

The first threeclassesare mutually exclusive; eachcanbe conjoinedwith triggerability.
The category wherean agentwill entertainomitting but not delayingan eventis empty
becauseainlessthe agentperformsthe eventunilaterally theremustbe somedelayin re-
ceving a responsdrom the service. In the presentversion,we assumethat the event
classesaresetat designtime. However, in principle, the classeof eventscould change
during execution,which canmalke sensef the coordinationspecificationsarealsomodi-
fied. Thereis a simpleorderingamongthefirst threeclassesfrom the perspecitie of the
coordinationservice immediateeventsarethe mostrestrictive andflexible eventsarethe
leastrestrictve. Thus,if aneventmay sometimede executedasanimmediateevent, it
mustbe modeledasanimmediatesventatdesigntime.

Basedontheevents,our metamodeinvolvesconstructingoehaioral modelsfor eachof
theagents.The eventsof anagentareorganizednto a skeletonto provide a simplemodel
of theagentfor coordinationpurposesSkeletonsarewell-known from logics of program,
especiallysinceEmerson& Clarke [10]. The skeletonsaretypically finite stateautomata.
Thatis, in thediagramselaw, the nodescorrespondo abstracstatesof theagentandthe
transitionsto actionsby the agent.The statesn the skeletonareabstracin thateachmay
correspondo alargenumberof computationastatesn theagentthatareconsideredalike
for the purpose®f coordination.Eachskeletoncorrespond$o oneor morethreadsn the
agent—onehreadperconnectecdomponent.



Althoughwe consideffinite stateskeletonsthey arenot restrictedby our formal system
andimplementationNeithertheformal systennor theimplementationooks at the struc-
tureof theskeletons.In particular the skeletonamaybe setsof finite stateautomatayhich
canbeusedto modelthedifferentthreadsf a multithreadedgent.Thesetof events their
propertiesandthe skeletonsof theagentsareusuallyrealizedby anagentand,if so,in an
application-specificnanner Thesecanbe viewedasrequirementshataresetby the pro-
tocol in which the designemwishesthe agentgo participate.The next examplediscusses
two commonskeletons.

Failed Succeeded
error respond
Executing
start
Not executing

Figure 1. Exampleskeletonfor querying

Failed Succeeded

endof stream

error Responding

respond
Executing
‘ accept
Ready

more

start
Not executing

Figure 2. Exampleskeletonfor informationfiltering

ExamMpPLE: Figuresl and2 shav two skeletonsthat arisein information search. The
skeletonof Figure 1 suitsagentswho respondo one-shotqueries. Its significantevents
are start(acceptan input and begin), error, and respondproducean answerand termi-
nate). The skeletonof Figure 2 suits agentswho filter a streamor monitor a database.
Its significanteventsare start (acceptan input, if necessaryand begin), error, end of
stream accept(acceptan input, if necessary)respondproducean answer),and more
(loop backto expectingmoreinput). In both skeletons,the application-specificompu-
tation takes placein the nodelabeled“Executing. We mustalsospecifythe catgories



of the differentevents. For instancewe may statethat error, endof streamand respond
are immediate,and all other eventsare flexible, and startis in addition triggerable.
O

Althoughtheskeletonis notusedexplicitly by thecoordinatiorserviceduringexecution,it
canbeusedo validatespecifieccoordinatiorrequirementsMoreimportantly theskeleton
is essentiaffor understandindhe public behaior of an agent,and for giving intuitive
meaningto its actions.

2.2. CoodinationRelationships

Ultimately, to createa multiagentsystemwe mustnotonly specifytheskeletongor differ-
entagentsput alsoshaw their actionsarecoordinatedvith eachother Coordinationsare
specifiedby expressingappropriateaemporalrelationshipsamongthe eventsof different
agentsFor example theeventsmayhaveto beorderedn a certainway or the occurrence
of aneventin oneagentmay necessitater precludeaneventin anotheragent.

Table1. Examplecoordinatiorrelationships

Name Description Formal notation

R1 is requiredby If occurs, mustoccurbeforeor after B

R2 disables If occursthen mustoccurbefore -

R3 feedsor enables requires to occurbefore N

R4 conditionallyfeeds If occursjt feeds - N

R5 | Guaranteeing enables canoccuronly if hasoccurredor will -
occur

R6 initiates occursiff precedest -

R7 and jointly require If and occurin ary orderthen must| =
alsooccur(in ary order)

R8 compensatefr failing if happensand doesnt, thenperform - -

Tablel presentsomecommonexamplesof coordinatiorrelationshipgrom [32]. Some
of the relationshipsnvolve coordinatingmultiple events. For example,R8 capturese-
quirementssuchasthatif anagentdoessomething ), but anotheragentdoesnot match
it with somethingelse( ), thenathird agentcanperform . Thisis a typical patternin
applicationsvith dataupdateswhere correspond$ anactionto restorethe consisteng
of theinformation(potentially)violatedby thesucces®f andthefailureof . Hencethe
namecompensation

Our formal languageallows an even richer variety of coordinationrelationshipso be
captured32]. Weincludetheformalsyntaxandsemantic®f thislanguagen AppendixA.
However, for the purpose®f designingmultiagentsystemswe will generallyrestrictour-
sehesto somecarefully chosensetof coordinationrelationshipsor patterns. The setof
Tablel is particularlyeffective in mosttypical caseghatwe have encountered.



3. Dooley Graphs

Our presentatiomf Dooley graphsis basedon the expositionin [24] with someenhance-
ments. The key ideathatinterestaus hereis thatDooley graphsprovide a naturalway to
presenta specificinstanceof a corversation.By concentratingon specificcorversations,
Dooley graphscanseparatehe differentcharacters playedby a singleagent. The char
acterscancorrespondo differentcomponentén anagent—roughlythisis whatinterests
Parunak.However, we arealsointerestedn the structureimposedon anagents skeleton
by thecharacterdt plays. Mostimportantly theinteractionsamongthe characterseadto
coordinatiorrelationshipsamongthe skeletons.

Agentsact,bothcommunicatiely (thatis, usingspeechacts[1]) andphysically We are
interestedn the agents’interactionswith oneanother Typically, the agents’interactions
donotarisein isolation,but aspartsof extendedcommunicatie actiities. Theseactiities
canbe thoughtof as protocols,dialogues,amguments,or negotiationsamongagents. A
conversationis a specificinstanceof thesecompositeactities.

Corversationsaturallyincludenot only speechacts,but alsosomephysicalactionsby
meansof which the agentsdeliver on their promises. Parunakallows the speechactsof
Solicit (Requestor Question)or Assert(Inform, Commit, and Refuse). He allows two
physicalacts:ShipandPay.

In additionto the actsin a corversationthereis alsoknowledgeof certainrelationships
amongthespeectacts.Theserelationshiparerestrictedo be oneof thefollowing. Here,

and refersto differentutterancesn a corversation. refersto the senderof

Respond respondgo iff (a) previouslyreceved ,(b) ’simpacton
caused tosend ,and(c) isthefirstutteranceof to satisfy(a)and(b).

Reply repliesto iff (a) previouslyreceved ,(b) ’simpacton caused
tosend ,and(c) isthefirstutteranceof directedto thatsatisfieqa)and

(b).

Resolve resohes iff repliesto and followsthe“rules of engagement”
definedin

Complete  completes iff isaCommitand eithersatisfiesor cancelsthe
associatedommitment.

Respond Reply and Resole are progressiely more restrictve. Completeis mutually
exclusivewith Resohe—anactcannotbothcompleteanutterancendresole anutterance
(notevenadifferentone).

ExAMPLE: Considerarequesfor proposal{RFP)from A to B, C, andD. Thefirst act

thatary of themdoesthatwascausedy theRFPis aRespons#oit. If it isamessagback

to A, thenit isalsoaReply If theReplyis aCommitor aRefusethenit is alsoaResohe.
([l

ExaMPLE: Table2 shavsanexamplecorversatiorfrom [24]. The#spatrtially orderthe
utterance$rom earlyto late. In this corversation A announcesn RFPfor 50 widgetsto



Table2. Exampleconversation

# S| R Utterance Respondto | Replyto | Resolve | Complete
1 A | B,C,D | RequestRFPfor 50)

2 B|C Question:bidding? 1

3 CcC | B Inform: yes 2 2 2

4 B|A Refuse 3 1 1

5 C|A Proposdtake 40) 1 1

6 A|C Reques{send40) 5 5 5

7 C|A Commit(deliver 40) 6 6 6

8 DA Commit(deliver 50) 1 1 1

9 A|C Assert(decline) 7,8 7

10| C| A Refuse 9 9 7
11 (D | A Ship(deliver 45) 1 1 8
12| A | D Assert(short) Request| 11 11

13| D | A Shipremainderi.e.,5 12 12 12

14| A|D Pay 13 13 13

B, C, andD. B checkswith Cis C is bidding. C saysit is. B thenrefusesA. C, however,
makesa counteroffer of 40 widgets.A acceptandC commits.In themeanwhileD offers
to accepttheinitial RFR which is morepreferableto A. A thendeclinesC, who cancels
its commitment.D delivers,but the orderis short(45 only). A informsD of the shortfall.
After D sendsthe remainderof the order A paysD. Table 2 also shawvs the discourse
relationsamongthe utterances.

This exampleis oversimplifiedin thatD commitsto supplyingthewidgetswithoutboth-
eringto checkif A actuallyacceptedts bid. However, thisandothersimplificationswon’t
affectthe mainthrustof our paper O

Figure 3. Exampleconversationasa Dooley graph

A Dooley graphis generatedby analyzinga corversationn sucha mannetthatthe sets
of utteranceghat are closely relatedto one anotherare broughtcloser The conceptual
ideabehindthe constructionof Dooley graphscanbe phrasedasfollows. Althoughthe
following constructiorbasedn graphtheoryproduceghe sameresultsasParunaks con-
struction,we believeit is conceptuallymoreperspicuous.



First, constructan auxiliary bipartite graph eachof whosetwo partitionsof vertices
equalsa copy of the setof utterancesn the given corversation. Eachvertex in the left
partitioncorrespondso thesendef thegivenutteranceandeachvertex in theright parti-
tion correspondto therecever of the givenutteranceSecondrelateanagentshaving up
asasendeiontheleft with the sameagentshaving up asareceverontheright, provided
someadditionalproperty(discussedbelow) is met. By our constructionthis binaryrela-
tion will relatethe sameagentengagingassenderor receverin two differentutterances.
The exactbasisfor this relationdependsn how we modelthe relevanceof utteranceso
eachother(seebelow). Third, identify the connecteccomponent®f the bipartitegraph.
Eachconnectedomponentvill involve oneor moreoccurrencesf the sameagentplay-
ing the role of senderor recever in a setof utteranceshat are somehav related. Thus,
eachconnecteccomponentorrespondso a character. Fourth, assemblehe characters
into a new graph—theDooley graph—bymakingthe charactersnto distinctverticesand
makingthe utteranceinto edgesbetweerthe charactershatsentor recevedthem.

The above approacheaves openthe specificationof the relevancerelationshipamong
the verticesin the bipartite graph. The simplestidea (following Dooley and Parunak)is
to relatea sendessidevertex  with arecever-sidevertex if andonly if thetwo vertices
involve the sameparticipantandoneof thefollowing four conditionshold:

repliesto
resohes
is thelastutterancen the corversatiorand repliesto

completes where resohes .

ExAMPLE: Figure 4 shaws the bipartite graphderived from the example corversation
undertheabove notionof relevance. O

The characterseflectthe rhetoricalstructureof the corversation.In a highly coherent
corversation,eachparticipantwill yield exactly one character;in an entirely disjointed
corversation therecould be as mary characterasthereare utterances.Most practical
situationswould lie somavherein between.

ExamMPLE: Figure3 givesthe Dooley graphfor Table2. The numbereditteranceselate
thecharactershatsendandreceve them. O

4. Approach

Dooley graphshighlighttherhetoricalstructureof acorversationput hideits causaktruc-
ture. In otherwords, informationaboutthe control flow amongthe agentss lost where
morethanonecharacteof anagentis involved. (Parunaks proposedxtensionto Dooley
graphsalsodoesnot displaythe actualcausalconnectionsandwe do not considerit in
detailhere.)By reconstructinghe causalktructureof the givencorversationwe aremore
naturallyableto useDooley graphgo producethe coordinatiorrequirementsor the given
multiagentsystem.



Figure 4. Bipartitegraphbasedn exampleconversation

Our approactproceedsasfollows. We begin with a Dooley graphdepictingthe con-
versationbeinganalyzed.We analyzethis Dooley graphto explicitly identify the causal
relationshipsamongthe variousutterancesWe separat®ut the historiesof the different



participants,but recordthe contritution of eachcharacter The differentcharactersare
highlightedin eachhistory.

Table 3. Thehistoriesof agentdn a corversation

Role | History

° | |

c | |

ExaMPLE: Table3 shownsthehistoriesderivedfrom the Dooley graphof Figure3. Notice
thatexceptfor role D, the historiesof the differentcharacter®f arole arenot contiguous.
For instancerole B goesfrom character to  andthenbackto . O

4.1. InducingAgentSleletons

Now we discusshow to induceagentskeletonsrom the historiesproducedn the previous
step.

To inducethe skeletonsit is helpful to think of the events(utterancesentor receved)
thatareobsenedby thelocal models.Figure5 displaysthe local historiesfor eachagent
with thedifferentcharacterseparatedror instanceagent is involvedin four utterances;
eachof its characterdeingengagedn two of them.

We usethe following conventionsin the following proposedskeletons. An eventtype
named‘get X" correspondso the receiptof an utterancewhereaghe eventnamed‘X”
correspondso the makingof thatutterance We would thusexpectto seecomplementary
eventtypesin atleasttwo roles,whereonesendsandthe otherrecevesthe giventype of
utteranceThereis noassumptionthatthetwo complementargventshappenn synchroty,
andusuallythey would not,becausenostreal-life multiagensystemsareasynchronoudn
the skeletonswe parentheticallyshowv the correspondingitterancenumberfrom Table2.
A star(*) markinga transitionindicatesan actionnot in the given corversation but one
thatis inferredbasedon the designers knowledge,and usually motivatedon groundsof
makingthe skeletonmoreflexible or reusable.

Figures6 and7 shav two possiblestravmanskeletonsfor B. The skeletonof Figure6
requiresthe agentto consultC beforedecidingwhetherto proposelt is asif this skeleton
mergesthe two character®f agentB. This skeletonwould be inappropriateén mostset-
tings,becausédt putsstrongconstrainto©n B’s design.The skeletonof Figure7 goeseven
fartherandrequiresB’s decisionto depencbn C. This skeletonis lessintuitive, becauset



A 1 4 8 11 12 13 14

D, _1 8 9 10 11

12 13 14]

Figure 5. Thelocal obserationsby eachagent partitionedby character

commit*

refuse(4)

getinform (3)

askC (2)

getreques(1)

Figure 6. Possibleskeletonfor agentB: requiredconsultation

essentiallyrequireghatutterance betreatedaspartof the samecharacteasutterance ,
whichit is not.

The above skeletonsplaceB’s decision-makingpublicly in the protocol,andareclearly
unacceptableB’s queryto C is publicly in the protocol,but what B doeswith theanswer
from Cis B’s own businessBy contrasttheskeletonof Figure8 leavesit upto B to decide



refuse(4)

‘ commit*

getNo
getYes(3)

askC (2)

getreques(1)

Figure 7. Possibleskeletonfor agentB: dependencef decisionon consultation

refuse(4)

commit* -
getinform (3)

askC (2)

getreques(1)

Figure 8. Possibleskeletonfor agentB: optionalconsultation

whetherto consultC andhow to useits responseThis skeletoncaptureghe key intuition
aboutthetwo character®f B, namely thatcharacter is separat@ndthatit engagesn
asubdialoguevith character . Thisjustifiesselectingthe skeletonof Figure8 for B.

Notice thatwhenB asksC, C’s responsas relevantto B's further actions. However,
whenB asksC, this querymayhave no consequencen C’s actions(and,in this protocol,
it doesnt). ConsequentlyFigure9 shavs a skeletonfor C in which C may geta query
from B, but this queryis structurallyindependentf how C handlesRFPs. Similarly, the
counterproposalis keptasa separatdoop but attachedo the main flow. Thistoois an
examplewherea characteis modeledwith a separatsubsleleton(physicallya thread)in
theagents skeleton.(For reasonf brevity, D is discussedvhenintegratedwith the other
contractorsdelow.)

The decisionwhetherto have a separatehreador aloop in a singlethreaddependn
how we understandheagentdo beactingandinteracting.Clearly, we mustseparatevhat



ackcancel(10)

ship* getcancel(9)

etrequest(6
commit(7) 9 q

inform(3)

counter(5)

getreques(1) getquery(2)

Figure 9. Possibleskeletonfor agentC

getpaid
ackcancel

geterror

ship getcancel refuse

commit

getrequest
ask counter inform

getinform | getrequest

getquery

Figure 10. Integratedskeletonfor all contractors

the agentshappento do from whatis essentiafor coordinationin the given application.
Dooley graphs,by focusingon a specificcorversation,arein tensionwith this process.
However, in settingssuchasour presentexample,we canderive moreinformationfrom
the graphby recognizingthatthe samerole is instantiatecoy multiple agents.Here,the
multicastby A is a cluethatB, C, andD areto betreatedalike. In sucha casewe can
achieve the correctsolutionby integratingthe skeletonsof B, C, andD. Figure 10 shavs
a compositeskeletonassumingB, C, andD play the role of contractor By integrating
the skeletons,we can constructa single more completeskeletonthanary of the agents



in the given corversationindicates.The shipandget-errorloop refersto character — of
Figure3. In this caseassigningt a separatdoop in the skeletonwould have causedhe
shipactionto appeawon two differenttransitionsandwould have beenlessclear

payup
getack
error
getship cancel
| request
getcommi
getrefuse getcounter
multicastrequest

Figure 11. Skeletonfor agentA

Figure11 shawvstheskeletonfor A. Themainquirk in this skeletonis thatA performsa
multicast,andeffectively keepsa separatehreadto dealwith eachcontractor Notethatit
is notclearif only onebid canbe acceptedpecause¢hebids mayeachbe partialandmay
needto becombined.f therewerearequiremenbdf uniquenesst would be capturedasa
disablingrelationship(ala R2in Tablel).

4.2. InducingEventClasses

With the skeletonsin hand,the propertiesof the eventscanbereadilyinferred. The “get”
eventsfor requestsgueries,or cancelationsare all triggerable,becausehatis how the
agentis informedby othersandrequestedo performvariousactions.In particular unex-
pectedeventsmustconceptuallybetreatedastriggerable.ln somecasestheagentmaybe
implementedsothattriggerability is effectedby polling, but thatis a low-level detailand
is independenbf our conceptualinderstanding.

Many of theagents'eventsmaybe modeledasimmediateor atleastinevitable,because
the agentswill performthemif they wish, althoughthey may be willing to wait. For
example,when A cancels,it cannotbe told thatit shouldnot. To cancelis simply its
prerogatve asan autonomousgent. In somecaseshowever, whenwe wish to monitor
the agentsmore closely we might restricteventssuchascancelso they may occuronly
after a commitmenthasbeencreated for example,after a contractorhasresponded.In
suchacasetheeventmaybemodeledasflexible.



Notice thatchangingan eventfrom immediateto inevitable to flexible makesthe coor
dinationsimpler, but restrictsthe autonomyof the givenagent. This is a trade-of thata
designemustresol\e.

4.3. InducingRelationships

The above example doesnot involve enoughvariety of relationshipsto exerciseall of
our formal language. Thereare no importantorderingconstraintsamongthe eventsof
differentagents,exceptwhentriggeringis involved. However, the following rules are
easilyidentified—forcornveniencewe referbelow to the definitionsgivenin Tablel.

Thereis a Replyfor every Solicit (R1). Repliesmay or may not berequiredin every
protocol,however.

The Repliesmustbe enabledoy the utteranceso which they Reply (R3).
Every Commitis completedR1).

Respondss implementedn an application-specifienanner However, input Solic-
its canenableassociatedResponds.Sometimesye may not wish to allow this, for
example,soB canaskC anyway, thatis, evenif thereis noincomingSolicit.

Thepresencef anon-ReplyRespondo anutterancefor example of utterance from
to ,indicateghatthe Replyis notrequiredright awvay. Thenon-ReplyRespond
itself is performedunilaterallyby theagentandmustbe modeledasimmediate.

5. Enhancements

The above is the basicapproachfor applyingDooley graphsto coordination. However,
someimportantenhancemen@&repossiblebasedn somemoregeneraideas.

5.1. RicherRhetoricalRelationships

For expository ease we usedParunaks proposedagentcommunicatioanguagen the
above. Alternative languagesuchasKQML [21] or the FIPA languagg11] might also
have beenused. Although more popular theselanguagesre no more expressie than
Parunakslanguageandthereis nothingto be gainedby switchingto eitherof them.How-
ever, Parunaks languagealoesnot cover someotherkinds of communicationshatmaybe
reasonedlith in thisapproach.

For motivation, let’s considerthe notion of socialcommitmentaswe previously formal-
ized[34]. Themainideais thatacommitmentelatesa debtoranda creditorwith respect
toaproposition. A commitmenis modeledasanabstracbbjectandoperationg@redefined
to createor manipulatesuchobjects.Theseareasfollows.

01. Createinstantiates® commitment.Createusuallyrequiresa messagéom the debtor
to the creditor



02. Dischape satisfieghe givencommitment.t is performedby the debtorconcurrently
with the actionsthatleadto the given conditionbeingsatisfied for example,the de-
livery of promisedgoodsor funds. For simplicity, we treatthe dischage actionsas
performedonly whenthe propositionis true. We modelthe dischage as a single
messagérom the debtorto the creditor

03. Cancelrevokesthe givencommitment.lt canbe performedby the debtorasa single
message.

04. Releasessentiallyeliminateshe givencommitment.Thisis distinguishedrom both
dischage and cancel becauseeleasedoesnot meansuccesr failure, althoughit
letsthe debtoroff the hook. The releasectionmay be performedby the creditorof
thegivencommitmentsa singlemessage.

05. Delegateshiftsthe role of debtorto anotheragent. It canbe performedby the (old)
debtor This assumes backgroundarrangementor example,throughprior commit-
mentswherethenew debtoris somehav expectedo adoptthecommitmenteleggated
to it by the old debtor If suchanarrangementloesnot exist, the new debtorhasto
explicitly acknavledgetakingonthecommitment.

06. Assigntransferacommitmento anothercreditor It canbeperformedby thepresent
creditor

Performingheseoperationganleadto differentcommunicationamongtheagentsSome
of the operationscan be capturedby the previous set of communications. Createcan

be capturedby commit, Dischage by ship and pay, and Canceland Releaséy refuse.
The lastis not entirely satishctory becauseCanceland Releasere conceptuallyquite

different. However, thereareno analogsof Delggateand Assignin Parunaks language.
It would not be acceptabldo leave themout, becausehey achieve importantoperations
oncommitmentswhich areclearlypracticallyapplicableén domainssuchassupplychain

managemerthatinspiredour runningexample.

However, ratherthanextendthe communicatiolanguageper se,we proposeo extend
theallowedrhetoricalrelationshipsFirst, let's confirmthatnoneof thefour relationships
(ResponseReply, Resolution,or Completion)proposedby Parunakcan cover Delegate
andAssign Intuitively, theseoperationsarecloseto beinga Completion,exceptthatthey
donotendthecommitment.Thereforewe introducetwo new typesof relationshipsalled
DelegateandAssign.

An utterance may Delegateor Assigna previous utterance if , respectiely, Dele-
gates or Assigrs thecommitmentcreatedby . In eachcase, Completes andcreatesa
replacementommitmentin thecaseof Delegate we assumdor simplicity thatif thenew
debtorrefusego take onthe commitmenttherefusalis interpretedasif theold debtorhad
canceledhe commitment. A commitmentthat hasbeendischaged,canceledreleased,
delegated,or assignedcanno longerbe subjectto a new relationshiphowever, the com-
mitmentscreatedn its steadmay be subjectto suchrelationships.

Lastly, we mustaddan optionalclausein the constructionof the bipartite graphintro-
ducedin Section3. A sendessidevertex may be relatedto a recever-sidevertex  if
andonly if the two verticesinvolve the sameparticipantand one of the following five
conditionshold:



repliesto

resohes

is thelastutterancen the corversatiorand repliesto

completes where resohes

completes where completes ... completes resohes .

Notice that the relationshipsDelegateand Assigndo not explicitly arisein the bipartite
graphconstructionput arenecessaryo trackthecommitmentssowe know whatcommit-
mentsareoutstanding.

5.2. PotentialCausality

The notion of potential causalitywas introducedto distributed computingby Lamport
[22]. Potentialcausalityis the ideathatwherethereis aninformationflow acrossevents
within anagentor acrosseventsin differentagentgthroughmessagg@assing)theremay
be a causalconnection.Therelevanteventsarethe sendingof a messagethereceiptof a
messageyr alocal computation.

Briefly, if two eventstake placeat anagent.the first potentiallycausegshe second.The
eventcorrespondindo thesendingof a messagéy oneagentpotentiallycausesheevent
correspondingdo thereceiptof the samemessagéy anotheragent(providedthe message
is not lost). Taking the transitive closureof thesedefinitions,we candeterminewhether
ary two eventsin a distributed systemare potentially causallyrelated. Potentialcauses
canbe inferredjust by knowing the messageéraffic, whereaseal causeslependon the
details thatis, the semanticspf thelocal computationsTo the extentwe canusepotential
causalityinsteadof true causality we needreducednput from the designeror analyzer
Thiswould notonly simplify theirtask,but morereadilyincorporaténeterogeneousgents,
for example producedy differentvendorswhoseinternaldetailsarenotknown (andtrue
causalityfor which cannotbe determined).However, a problemis thattherecanbe far
morepotentialcauseshanrealcause$26]. However, everyrealcausemustbea potential
cause Sowe canbe surethatpotentialcausalitywill only overestimatehecausesandnot
loseary realcause.

As aresult,it is worthwhileto usepotentialcausalityunlesssuperiorinformationabout
true causalitycaneasilybe obtained.Simulatedcorversationsandevenrole playingmay
notyield all theinformationabouttrue causalityeasily

ExAMPLE: Considerthe discussionof agentC in Section4.1. We took the view that
C'sfuture actionsdo not dependuponB’s query However, underpotentialcausality we
would not know if B’s queryhadan effect on C’s decisions. Figure 12 shaws a partial
orderof the messagesf Table 2 indicatingtheir potentialcausatiorof others. Theseare
writtenas  to emphasiz¢hatthey aresimply low-level messagegatherthanutterances
in thiscase Noticethat  is capturedaspotentiallybeingcausedby  eventhoughthe
correspondingitterancevastruly causednly by  towhichit Responded.
Thecharactersf C wouldnotchangdin thisexample) becaus¢heReplieselationships
arenot affectedby usingpotentialRespondénsteadof true Responds. O



Figure 12. Potentialcausalityillustrated

6. Discussion

The researchcommunity has beenremarkablycreatve in discovering and formalizing
high-level abstractiongor the specificationof multiagentsystems.Despitethis progress,
thereis a wide gapbetweertheoryandpractice. All too often, the rich theoriesthatare
developedareappliedin anentirelyad hoc manner For multiagentsystemgo reachtheir
true potentialin comple real-life applicationsthe advancesn theoriesandarchitectures
mustbe complementetly advancesn engineeringechniqguesndmethodologiesThisis
thebroadchallengeahatwe addresseth this paper

Specifically we shavedhow we canbegin with Dooley graphsandwith someheuristics
aboutwell-formedskeletonsandsymmetryacrossagentsn the samerole, comeup with
reasonablskeletonsfor coordination We canalsoinfer mary of thedesiredrelationships
amongthe skeletons.The processs not automatic but canhelpa humandesignercreate
a good specification. We believe essentiallythe sameapproachcan be appliedto other
coordinationapproachesA large-scaleevaluationhasnot yetbeenperformedhowever.

We strongly believe that the nascenscienceof multiagentsystemss inherentlyinter-
disciplinary Accordingly, researcherim this areashouldbe continuallylooking for useful
ideasin otherfields. We applaudParunakfor his efforts in recruitingideasfrom applied
linguistics. For our part, we have pursueddeasfrom logics of programanddatabase



developing our coordinationservice. Here we shaved how we can combineseparately
borrovedideasto strengthemultiagentapproachestill further.

6.1. Literature

Thepracticalaspect®f agentdevelopmenthave beendrawing increasingattentionwithin
the agentscommunity In a recentpaper Wooldridge& Jenningsdescribethe possible
pitfalls of applyingagentsnappropriatelyespeciallyon accountof thelimited robustness
of mostexisting techniquedor developingagent-basedpplicationd40]. We now review
someof the mostrelevantliteratureon multiagentarchitectureandmethodologiesespe-
cially thosegearedowardcoordination.

Koningetal. developanapproactbasedn PetriNetsto modelandvalidateinteraction
protocolsamongagentg20]. Like our approachthis approachtoo capturesa behaior
modelfor anagentasa finite stateautomaton However, Koningetal.’s focusis on using
the behaior model,notin trying to createit. In this respectpour approachandtheirsare
complementaryBarluceanuand Fox describea languageooselybasedon KQML, for
specifyingcoordinationamongagentg2]. Their approachinvolvesfinite staterepresen-
tationsof the entire corversation.While their approachs quite effective in coordinating
agents,it leavesopenthe questionof how the given corversationis acquired. Our ap-
proachcanhelpin this regard. However, in their case the desiredprotocolis keptasa
centralmodelthatcontrolsthe participatingagents By contrastjn our representatiorthe
protocolis distributedacrosgshe participatingagents.

Decler & Lessel5] develop coordinationalgorithmsfor the generalizedartial global
planningframevork. They studyrelationshipsamongplans,suchaswhethera plan sup-
portsor interfereswith another and usethoseasthe basisfor coordination. They study
several heuristicsto reasonaboutdeadlinesand coordinationproblemsin varioussitua-
tions. They seemnotto follow ary specificsoftwareengineeringnethodologyfor coming
up with the coordinationrequirementsHowever, thereis arichnessn Decker & Lessers
representatiorthatlies beyondthe presentapproach—setensiongo accommodatéefull
power of their approactwould beinteresting.

Sichmanet al. considersocial dependencieamongdifferentagentsand usethemto
guidethe agents’interactionswith eachother[29]. No specificapproactfor uncovering
thedependencieis provided. It appearghatthe socialdependencieareat a higherlevel
thansomeof thecoordinatiorwe studiedhere.Concevably, we couldcomewith ageneric
skeletonto captureagentawvho reasonsocially andto useit coordinatethe agentsso that
theirdependenciesanbe detectecandmanaged.

The agent-oriente@pproacheso programmingnvolve the formalizationof constructs
suchasbeliefs,intentions andcommitment$28, 35]. Althoughthisclassof work hasbeen
mostly theoretical,somepracticalvariantshave alsobeendeveloped. Haddadidescribes
the COSY architecturdnitiated by Burmeisterand Sundermger [13, chap.5]. This ar
chitectureinvolvesthe specificationand executionof variouscommunicatiorprotocols,
for example,for requestsand proposalsthroughwhich agentsmay cooperate.Agentis
is analternatve agent-orientedfamawork for building interactve multiagentsystemg6].
Agentisworks througha small set of protocols,for example,registrationof agentsand
servicerequeststhatareusedasthe basisfor otherinteractions.Theseprotocolsarerep-



resentedaspairsof finite stateautomata—onéor eachrole in the protocol. d’Invernoet
al. take thesemachinessgivenandprove someusefulpropertiesaboutthem.Smithetal.

applythetheoryof joint intentionsto analyzecornversatiomoliciesexpressedsfinite state
diagramg36]. In thisway, the COSY, Agentis,andjoint intentionsefforts complementhe
presentapproachwhich seeksto comeup with the representationthat they assumeas
given.

Brazieretal. applythe DESIREframavork to modelmultiagentsystemg3]. DESIRE
is aformal approachelatedto conventionalsoftwareengineeringhatis especiallystrong
in termsof modelinghierarchie®f objectsandcomponentsThe behaior modelsin DE-
SIREaresimilarto statechart§l5]. Thisapproachoo is not concernedvith constructing
behaior modelsfor agentsaswe are.

Our emphasisiasbeenon explicitly designednteractionswhich aremostappropriate
whenthereis arelatively smallnumberof rolesin the systemandthe rolesareexpected
to beresponsibldor sizablechunksof activity. Drogoul& Collinot presentanalternative
approachgalled Cassiopeiain which the agentsare endaved with capabilitiesto detect
relationshipsandto form anddissohe temporaryorganizationsn orderto coordinatetheir
actionsfor aspecifictask[8]. Thedesigneimpartsadditionalkknowledgesotheagentsan
chooseherelationshipghatarethe mostrelevantin thegivendomain.Agents’behaiors
in Cassiopeigorrespondo subsleletonsn ourapproachinfluencesamongbehaiors cor
respondo coordinatiorrelationshipsHowever, Cassiopei@ a morebottom-upapproach
andopensthe possibility of learningmechanismgor coordinationwhich alsoappeaito
beapromisingline of research.

6.2. Future Directions

Thereare a numberof topicsfor future investigation. Oneis the consideratiorof con-
versationghat are effectively nonterminating.Corversationghat are specifiableasfinite
statemachinescanbe accommodateth our approachwith someextensions. Repeated
interactionsamongthe agentscanhelpidentify moreof the branche®f the possiblecon-
versationsbut caremustbetakensothatunnecessargausakonnectiongarenotinferred.
Anotherchallengeis to usenegative examples,thatis, graphsthat describefailed con-
versationr corversationghat do not meetsomedesiredcriteria. Thesetaskscould be
facilitatedby atool thatincorporatesomemachindearningover corversations.

The above approactconsidersspecificcorversationinstancegso determinethe coordi-
nation requirementgor a multiagentsystem. A more ambitiouschallengeis to induce
the coordinationrequirementdor entire classesf interactions for example,to capture
interestingaggreyatepropertiesof a system. Specifically it would be helpful to develop
multiagentsystemswith moreflexible controlon the extentof cooperatioror negotiation
thattheirmemberagentsshouldsupport.

Although we considerednly the coordinationrequirementsthereis needto support
additionaltypesof interaction. Interactionsin generalcaninvolve more subtle patterns
thanarecapturedoy our coordinatiorrelationships Within the framework of interaction-
orientedprogrammingwe have takensomeinitial stepgowardsformalizingthesepatterns
[33, 19, 38]. A majordirectionwill beto develop methodologiesorrespondingo these



additionalabstractionghat leadto moreflexible and powerful multiagentsystemswhile
requiringonly asmalladditionaleffort by the designer
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Appendix
Formal Syntax and Semantics

This appendixis only includedfor completenessand may safely be skippedon a first
reading.

We formalizeinteractiondgn an event-basedineartemporallogic. , our specification
language,is propositionallogic augmentedvith the before () temporaloperator The
literalsdenoteeventtypes,andcanhave parametersA literal with all constanparameters
denotesan eventtoken. Crucially, canexpressaremarkablevariety of interactionsyet
be compiledandexecutedn adistributedmanner

Thesyntaxof follows. includesall eventliterals (with constanor variableparame-
ters); containsonly constantiterals. A dependencis anexpressiorin



Syntax 1

Syntax 2

Our formal semanticgs basedon traces thatis, sequencesf events. Our universeis
, which containsall consistentracesinvolving eventtokensfrom . Consistentraces

arethosein which an eventtoken andits complemento not occur, andin which event
tokensarenot repeated. givesthedenotatiorof eachmemberof . The
specificationgn  selectthe acceptabldraces—specifying meanghatthe servicemay
acceptary tracein

Let constanparameterbewrittenas etc.;variablesas etc.;andeithervarietyas
etc. meanghat occursappropriatelyinstantiated.

Semantics 1 occurson

~ refersto the complementof . Since vyields setsof traces,complementatioris
strongetthannegationin othertemporallogics. Intuitively, ~ is establisheanly
whenit is definitethat will neveroccur Complementetiteralsareincludedin
andneedno separateyntaxor semanticsule.
refersto an expressionfreein variable . refersto the expressionob-
tainedfrom by substitutingevery occurrencef by . Variableparameterareeffec-
tively universallyquantifiedby:

Semantics 2

meansthateither or s satisfied. meansthatboth and are
satisfied(in ary interleaving). meansthat s satisfiedbefore (thusbothare
satisfied).

Semantics 3
Semantics 4

Semantics5 and

Elsavhere[32], we presenta setof equationghat enablesymbolicreasoningon to
determinewhena certaineventmaybe permitted prevented or triggered.
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