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Abstract relevance may not be as clearly independent of users, so

we must look for authoritative sources that can provide cor-

We study peer-to-peer service networks consisting of au-rect and relevant results. The results may be available from
tonomous agents who seek and provide services. To fulfillmultiple sources and hence are not necessarily unique. The
its local needs, an agent attempts to discover and select in-above distinction corresponds to the difference between re-
formation services by contacting others. Other agents canquesting a copy of Abraham Lincoln’s Gettysburg Address
potentially help it by giving referrals to guide its search. (of which, say, there is one definitive version) and a com-
Each agent autonomously decides whom to contact for amentary on the American Civil War. Or, more prosaically,
service and whom to provide a service or a referral. Ser- a copy of the first draft WSDL standard versus an analysis
vice networks evolve as the agents change their neighborof Web Services. Importantly, in an open environment, we
to improve how their needs are fulfilled. If an agent au- cannot rely on traditional mechanisms using regulatory re-
tonomously decides to, it may cache some responses fronstrictions for ensuring the quality of the services obtained
other (information) services. Thus our service networks dif- or the trustworthiness of the peers found over the network.
fer significantly from traditional peer-to-peer networks. Thus, the need for finding authoritative sources leads us

We study the behavior and evolution of agent-based ser-to develop a decentralized approach wherein peers can find
vice networks in the presence of caching. We observe thapeers who are trustworthy and offer high quality services.
even a small cache improves agents’ success in discoveringrhese peers could control and exploit private knowledge
needed services and enables a few initial service providershases which were unreachable by traditional search engines.
to serve the information needs of many. Caching induces Some of the peers would be service providers and they
clustering of agents based on interest. Caching prematurely,can offer different types of services, different ways of car-
however, can cause the propagation of poor quality infor- rying out services, and different levels of quality. Other
mation. The above study supports design rules to help depeers who are service consumers would look for these
cide when and in what situations to apply caching to maxi- providers and use them. Service consumers differ in their
mize success while discovering services. service needs and in the ways in which they evaluate ser-
vice providers and the services provided. When a peer is re-
guested for a service, it may offer the service or it may pro-
vide areferral by recommending other peers.

Some information services can be cached so that they
can be reused. Caching aids the search for information since
a peer that is looking for information can find it in some
cache—its own cache or the cache of another peer. Tradi-

1. Introduction

The purpose of information access is to fulfill a need.
In conventional practical systems, information access is

map.ped to database lookup anql an emphasis is placed flonal distributed system approaches to caching view infor-
looking for correct (as from relations) or relevant (as from

. . ation access primarily as looking up specific objects and
text) results. By contrast, in open settings, correctness ano[? . . . 4
ence are not sufficient to fulfill the information needs flex-

. . . . ibly. We develop a flexible caching scheme for service net-
«  The first author is a full-time doctoral student. This research was sup- . .
ported by the National Science Foundation under grant ITR-0081742. W_OrkS and study it in depth. Our main reSUIts_are that_ even
This is an revised version of a paper appearing in the AAMAS 2003 with small caches and fewer number of service providers,
Workshop on Agent Oriented Information Systems. the agents can find answers successfully. The success rate




partially depends on the agents’ evaluations of answers andgspecify the keywords of search which can be transformed
their cache size. We conclude with design rules that can helpto a vector by assigning different values for the different di-
apply caching appropriately. mensions of the vector.

Organization. Section 2 introduces key elements of our Strategies for Querying and Adaptation The agentsends
referrals-based model and describes the search with the helthe query to some of its neighbors that are likely to pro-
of an example system. Section 3 describes the evaluatiorvide an answer. These neighbors are chosen through the ca-
scheme, discusses some of the important control variablespability metric, which measures how sufficient the exper-
and gives our results. Section 4 discusses some related workise vector is for a given query vector [9]. This metric is
and concludes with our design rules. based on cosine similarity but it also takes into account the
magnitude of the expertise vector. This means that exper-
tise vectors with greater magnitude indicate higher capabil-
ity for the given query vector. In Equation @, ({q1 - - - ¢»))

is a query vectot® ({e; . ..e,)) is an expertise vector, each
with n dimensions.

2. Trustworthy Service Networks

We provide some background on our model of trustwor-
thy service networks. The system consistpiificipalsthat
are computationally represented agents We model two
types of agents: service consumers who are looking for ser-
vices and service providers who are offering services them-
selves.

n
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If @ ® E is greater than a threshold, for two agedtand
) L . B, thenB is capable of answering’s query. Keeping the
Basic Co_mmpmcat_lon Protocol When an agentis n need i reshold high results in choosing only the most capable
of a service, it begins to look for a trustworthy provider for agents. When caching, if the querying agent receives multi-
the specified service. The agent queries some other agentsjq 4404 answers, then only the best answer is cached.
from among itseighbors which are typically a small sub- The expertise and sociability of agents as modeled by an
set of the agent's acquaintances. A queried agent may perygent are adapted based on the service ratings given by its
form the specmed.serwce or may give referral_s to other principal. When an answer comes in, the modeled exper-
agents. The querying agent may accept a service offer Okige of the answering agent and the sociability of the agents
may follow referrals that it receives. Hence an agent may ¢ helped locate the answerer (through referrals) are in-
receive the required service from its neighbors or through @ e ased or decreased based on the quality of the received an-
series of referrals. swer. At certain intervals during the simulation, each agent
Trust We understand trust as a property defined for an can modify its choice of neighbors based on these acquain-
agent with respect to a particular service. For example, wetance models.
may trust a hotel agent for all our accom_modation _needs butgeryice Caching With the basic communication protocol,
ngt for our trave_l needs. Because qf different evidence or o agents need not always get an answer to their query, but
different evaluations of the same evidence, two agents can,nenever they get an answer it is generated from scratch
have different assessments of trust for a particular agent.by some provider. Not all agents are service providers and
When an agent is evaluating its trust in another, it consid- hance all the agents depend on the few service providers
ers the information it received directly (useful answers and present. This causes a potential bottleneck for three reasons.
referrals) and indirectly (referrals from others). Agents thus One, because of the incomplete connectivity of the agents
keep track of the trustworthiness of other agents by query-in the network, many times not all consumers can reach
ing services or by flexibly taking referrals. the service providers [10]. Two, if the providers are reach-
Representation Each agent maintains models of its ac- able by all, then the providers can become overloaded with
guaintances, which describe thexpertisg(i.e., the quality gueries. Three, if the agents do not learn the services of-
of the services they provide), asdciability (i.e., the qual-  fered and if their principal requests that service again, they
ity of the referrals they provide). An agent may have varying will have to repeat the process of service location.
levels of interest in multiple domains. Similarly, an agent  These shortcomings motivate us to find a way by which
can have different grades of expertise in multiple domains. we can reuse some of the services already offered by some
This motivates us to represent the interests and expertisgroviders. Information services can be easily cached by the
of the agents as term vectors from the vector space modehgent, so that the providers need not generate them again.
(VSM) [8], each term corresponding to a different domain. The caching of a service by an agent takes a dual role: first
Each of the dimensions of the vector can have values rang+o satisfy its principal’s needs and second to serve the other
ing from zero to one. The higher the value, the closer is theagents who are in need of that service. Caching thus aids
match to that particular domain. Sociability is captured as information retrieval in service networks and makes them
a scalar. A query is also modeled as a vector. An agent carmore efficient.



Agents can maintain individual caches to store the ser- Algorithm 2 Answer-Query()
vices. A cache consists of a set of entries that contain the 1: if (cachinglmplemented and hasCachedAnsireh
answer as well as some information about the quality orap- 2:  Return cached answer
propriateness of the given answer. A cache entry is hence 3: else if(hasEnoughExpertiséhen
a(query, answer, quality) triple. The quality of the cache 4. Generate answer
entry is modeled based on how appropriate it is to the owner s: else if (cachinglmplemented and interestedIinQuery)
of the cache based on its interest. then
When the agents cache information, they store answers 6:  Ask-Query()
in their individual caches based on their own interests. The 7:  Return answer
sizes of the caches are usually limited. Hence, a cache en- g: else
try must be replaced with a new entry based on the cache 9  Refer neighbors
replacement policy. An agent can also delete an entry dueio: end if
to a lack of interest in the item. Even after the provider of
a cached item deletes the original item and stops provid-

ing that item, the peers that have a cached copy of the item s 00 08
are free to keep and serve the item from their caches.
An Example Search An agent generating a query follows = [[%ﬁvy%g'%g]
Algorithm 1, and an agent that receives a query acts in ac-
cordance with Algorithm 2. I=[0.9,0.1,02]
E=[0.1,0.2,0.9]

Algorithm 1 Ask-Query() =102, 0.9, 0.1]

1: if (cachinglmplemented and hasCachedAns\ei E=10.2,09,0.]

2. Evaluate cached answer

3:  Determine if it has to stay in cache and then return :—[?5130595052;]

4: else R

5. while (more matching neighbors to ask) Figure 1. An example search

6: Send query to matching agents

7 Receive message

8 if (message.type == referrahen is the only one whose modeled expertise vector matches the

9: Send query to referred agent query, soA, gives a referrald,) to A;. A also gives a re-
10: else ferral (4 and A;) back toA;. When A, receives the refer-
11: Add answer taanswerset rals toAy, Ag, andAs, it sends its query to them. Aftet;
12: end if receives answers from, and Ag, it evaluates the answers

by computing how much the answers match the query. The
best answer is chosen from the two. In this examgle,

13:  end while
14:  for i = 1to |answersgtdo

15: Evaluate answei) does not receive any answer frofg.

16: Cache answers Case with CachingNow consider the case when the agents
17 Update agent models may cache information. Before sending out the query to its
18: Zn? for matching neighbors4; checks if it has the answer to the
19: end i

query in its cache. When it does not find an answer in its
cache, it sends, as in the above case, the querstand

Lgt us describe the protocol using the example network As. A, receives the query and checks its cache to see if
of Figure 1. Here Ay, As, A3, As, A5, andAq are agents.  any matching answer exists there. Not finding the answer in
An edge from agentl; to agentA; means thatd; is a its cache A, decides to send the query to its neighbors us-
neighbor ofA;. For each agent, the vectofsand E rep-  jng the Ask-Query() method of Algorithm 1, since its inter-

resent interest and expertise respectively. Aganis inter-
ested in an item that is cast into a query vectoroo2 [0.8,
0.3]. AgentsA, and A have the desired itemt; sends the
query to both4, and A;.

Case without Cachind.et us first discuss the case when

the agents do not have caches. Now whgrgets the query

est is similar to the query. That id,, is itself curious about
the answer. Aftetd, obtains an answer itself, it can for-
ward it to A;. A> sends the query only td, becaused,’s
expertise as modeled by, matches the query. Aftet, re-
ceives the item fromiy, it evaluates the answer and if use-
ful, puts the item into its cache and forwards it49p. Mean-

from A4, it does not have the necessary expertise to providewhile, sinceAs is not interested in the query, it just sends a

an answer. Notice that amonly’s neighbors (4, As), A4

referral (4; and Ag) to A;. A; sends out queries to agents



for which it received referrals and the procedure is repeated. The queries and the answers are randomly generated in

After evaluation A, caches only the useful (good) answers. the simulations as there are no actual principals (i.e., hu-
In the case when agents do not cache informatibn,  mans) and no actual user feedback involved. More precisely,

increases the modeled expertise/f and Ag for having an agent generates a query by slightly perturbing its interest

given good answers and also increases the sociabilityyof  vector, which means that the agent asks a question similar to

and A3 for having given good referrals. But, in the case its interests. Similarly, the answers are generated by slightly

when agents cache informatiod; increases the modeled perturbing the expertise vector. Thus, implicitly, the agents

expertise ofd,, as A, provides the answer (returned from with high expertise end up giving the correct answers.

A,4) and increases the sociability df; for having given a

good referral lg). In both the casesd; decreases the so- 3 2 control Variables

ciability of A3 for having given a wrong referral of; and

the expertise of4; is also decreased for not having given  \e describe here some of the variable parameters used

any answer. During a neighbor changh, may decide 1o jn our study and discuss how they affect the functioning of
drop A3 in favor of A4 or As. the caching system.

Threshold for forwarding query: When an agentreceives
3. Evaluation a query that it is also interested in, it can search for the an-
swer itself. We compute the necessary level of interest by
Enabling such a flexible caching scheme poses interest-using the capability metric (defined in Section 2) between
ing research questions. the query and the interest vector (Algorithm 2, line 5). If
) _ this similarity is greater than the threshold for forwarding
» How does the success rate of the service network im-qyery, the agent performs the search itself. Setting high val-
prove with caching, and how does it correlate with the yes for this threshold results in a situation when the agent

cache size of the agents? will search only for queries that are highly similar to its own
e How does the initial number of providers affect the INterests, whereas setting low values results in a situation
success rate of the system with caching? where the cache would have answers to a broad area of in-

o terests. A low value for the threshold reduces its usefulness
* Does the caching influence who the agents becomeyo the agent's own principal. Therefore, we set the thresh-
neighbors with? old high so that most of the forwarded queries will closely

We study these questions with simulations over an agentmatch the agent's own interest.

platform, which enables the agents to query each other, ob-Cache size: This is the number of entries that can be stored
tain responses or referrals, and cache useful answers. by an agent in its cache. Having unlimited or a high cache
size results in every good answer being cached. This results
in a majority of answers being directly retrieved from the
agent’s own cache, leading to a reduced exploration of the
service network. Limiting the cache size means that we will

. encounter cache overflows to be addressed according to a
veqtor model. There a@ or 40 expertg(5 or 10in each do- . cache replacement policy. We initially experimented with a
mam) th prowde_ services—these are the agents who ON9%andom replacement policyhich randomly replaces any
inate the information that others may cache. Experts glveentry in the cache whenever there is an overflow. How-

good answers in their domains of expertise. The remam-ever, we improved the performance usingzality based

Ing agents are Service consumers, whose interests may SIf)"’\%placement policywhich replaces the entry with the least
several domains. Service providers do not generate que”eauality if the quality of the new answer is higher than the
and therefore do not have any neighbors. All the SerViceIeast one. We consider caches of sizé5. 20, or 30

consumers have four randomly chosen neighbors. During o i _
the course of the simulation, after every three queries each>€lectivity: - This threshold is used when an agent eval-
agent has a chance of modifying its choice of neighbors, butuates an answer (Algorithm 1, line 15) using the capability
the number of neighbors for each agent remains the same. Metric discussed earlier. The answers with capability higher
Each agent ranks its acquaintances based on an equéhan this threshol'd for the gi\_/en query vector qual'ify to be
weight of both sociability and expertise. The top-ranked ac- 900d answers. High selectivity means that only high qual-
quaintances become the neighbors. As the agents changlly @nswers qualify to be cached. The range of this thresh-
neighbors, they find neighbors that better suit their inter- 0/d 15 0.0 to 1.0 and we have used the values(o$5 and
ests. The simulations are run for a duration correspondingo'45'
to 10 neighbor changes. Fidelity: This threshold is used to search the cache for a

3.1. Experimental Setup

Our simulation contain$00 agents and domains in the



matching query. If the similarity between the current query different levels of caching when the population has 20 ex-
and a previous query exceeds this threshold, then it is con{perts and a moderate level of selectivity0o35. Even with
sidered a cache hit. If there are multiple hits, the best cacheda small cache size (size 1), the number of good answers re-
answer is returned. A fidelity of.0 means that an exact ceived increases tremendously compared to no caching, as
match between the queries is required, which would be rare,seen by the jump of success rate in Figure 2. The increase
but a high fidelity improves the quality of the answers re- is even greater when there is a bound on how far the refer-
ceived. Hence the fidelity is set in the rar@@ to 1.0. rals are followed.
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We evaluate this caching technique by compar-
ing the performance of the service network with and
without caching and by varying some of the control pa- o7
rameters discussed above. The evaluation depends org
measures of the performance and structure of the net-
work.
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3.3.1. Effect of Caching on Success Rat&his measures
the ratio of the queries for which at least one good answer
is found. LetT be the total number of queries. Lét be
the number of queries for which at least one good answer is
found. Then success rate is given®yT'. The success rate P e "
is calculated for each agent for one neighbor change of the
simulation and then averaged over all service consumers.
Since the service providers do not generate any queries, they
are not factored into the calculation. An agent can find a
good answer for its query, either from other agents or from  There is a big improvement in the success rate when we
its own cache. Initially, more answers are found through change from no caching to a cache size of 1. The success
other agents. As agents fill their caches, more answers argate saturates early with further increase in cache size. For
retrieved from the caches, without the agents having to per-example, it is slightly improved for a cache sizelsfand it
form another search. This enables the agents to reach ansoon peaks for a cache size3of, with no further improve-
swers faster than before. ment. This saturation can be explained by the fact that after
a certain size, the number of good answers retrieved from
the cache tends to be the same.

Figure 3. The effect of number of experts

3.3.2. Effect of Experts on Success RatEigure 3 plots
the success rates for the case without caching and with a
caching size of 15, both with 20 and 40 experts, respec-
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Figure 2. The increase in success rate

10

tively. With caching, the lines for 20 and 40 experts over-
lap suggesting that the number of experts is less important
when caching is used. On the other hand, without caching,
the success rate is higher for 40 than for 20 experts. Intu-
itively, caching reduces the dependence on finding an expert
since after a while many service consumers have good an-
swers in their caches. That is, any agent who returns an an-
swer from its cache takes on the role of a quasi-expert, even
though it may not truly be an expert.

3.3.3. Effect of Selectivity on Success Rat8electivity
decides the effect of caching on success rate. With higher
selectivity the agents will be searching for higher quality an-
swers. Since these answers are harder to find, there is more

Since it is not practical to have an unlimited cache size, incentive in caching. In Figure 4, the lines with white boxes
we limit the cache size. Figure 2 plots the success rate forand white circles denote the success rate for cache size 1



and the black boxes and circles denote cache size 20 for the
two values of selectivity. When the selectivity is se0td5,

we observe that there is a big difference between the suc- %
cess rates for cache sizeand cache siz0. The agents 09 - 1
that cache more answers are at a clear advantage. However, oss | J
the difference between cache siz@nd20 is not this big
when the selectivity is set t0.35. Since the agents have
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0.75 —*— All the agents cache -

lower standards for evaluation, they can find answers that § —&— One half of the agents cache
match their queries more easily. Hence, agents do not bene?® °7f # Onefour ofthe agents cache 1
fit from larger caches as much. 0.65 1
0.6I —
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Figure 5. The effect of caching population
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3.3.4. Effect of Caching Population Size on Success oq LT Succpssrate . . . !
Rate Figure 5 compares the success rate for three popu-  ° o2 e o8 ’

lations that vary in the percentage of agents that cache. The . -

first result is that even when one fourth of the agents cache, Figure 6. The effect of fidelity

a high success rate is achieved. This is compatible with our

previous result on cache sizes. The second resultis thatinig 3 5 Effect of Fidelity on Success Rat&he fidelity

tially when fewer agents cache, the success rate is higheryreshold is important in determining the accuracy of the re-
As the simulation proceeds, populations with higher num- gits returned from the cache. Figure 6 plots the success rate
ber of cachers achieve a better success rate. In Figure 5 afty; gifferent values of fidelity with 20 experts and a cache
ter neighbor change 1, the population where one fourth of 76 of 30. We observe that the success rate keeps deterio-
the agents cache is the most successful. With the secondyiing as we lower the value of this threshold. On the other
neighbor change, the most successful population is the ON&and, we cannot have a perfect value df for this thresh-

with one half of the agents caching. Finally, after neighbor |q a5 the queries will have to be matched perfectly to be re-
change 5, the population where all the agents are cachingyieyed from cache and this happens rarely, if at all. There is

achieve the highest success rate. Intuitively, agents do not, yrastic drop in the success rate fai as it reduces to the
find the best possible answers at first. When there is moreczse of no caching.

caching, these lower quality answers are circulated for a

longer time in the system before being replaced by better3.3.6. Coverage and Correctnes3he following two
answers. However, if there is less caching, these answers armeasures guide the behavior of success rate when fi-
sooner replaced with higher quality answers. As these bet-delity is varied. Let7 andT be as in the definition of suc-
ter answers are found, then the population with more cachesess rate. Letd be the number of queries for which
achieve a higher success rate. an answer is foundCoverageis the ratio of the num-




ber of queries answered to the number of queries posedare similar.) We observe that interest similarity increases
i.e., A/T. Correctnesss the ratio of the number of queries with every neighbor change. This means that the agents tend
with a good answer (i.e., answered correctly) to the num-to form neighbors with those agents who have similar in-
ber of queries answered, i.€7/A. The product of these terests. The intuitive explanation of this is that when two

two measures is the success rate. agentsA and B have similar interests, they tend to gener-
ate similar queries. IfA has cached an answer to a query
] that is later also generated 8, B can located as a good

provider. HenceA’s cache provides an incentive f@t to
chooseA as a neighbor.
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Figure 7 plots coverage and correctness against fidelity. ) . o
We observe that coverage does not vary much as we in- ' 19ureé 8. The change in interest similarity
crease fidelity, but there is a sudden decrease when fi-
delity approaches.0. Correctness increases steadily with
fidelity, but this also drops suddenly for the fidelity value ~ We see that the values of interest similarity in the cases
of 1.0. This can be explained as follows. When the fidelity with caching are higher than the case without caching. We
is 1.0, the system is essentially reduced to the case of noconclude that caching results in the agents with similar in-
caching, hence few queries are answered. Comparing Figierests to group together. This situation could lead to some
ures 6 and 7, we observe that the success rate increases graiiteresting observations such as the formation of communi-
ually with the increase in correctness. It reaches a maximumties in the network of agents.
when the correctness reaches a maximum, while the cov-
erage does not vary much. When fidelity approaches 4. Discussion
as both correctness and coverage drop, the success rate too
drops.

We review the literature with respect to our approach.

3.3.7. Interest Similarity Interest similarity mea- .
sures how similar the interests of two agents are (based orft-1. Literature

their interest vectors). i _ _
) Referrals provide a powerful way in locating trustwor-

e—lTa=Is|> _ o—n thy services. Multiple Intelligent Node Document Servers

Ia®Ip = = (2) (MINDS), based on the documents used by each user, was

an early agent-based referral system [2]. Each node is al-

In Equation 2,/4 andIp denote the interest vectors of located a set of documents and the nodes help each other

two agentsA and B, respectively. Here: is the length of  find documents in the network. Kauét al. model social

the interest vectors. The metric captures the Euclidean disnetworks statically as graphs [6] and study their proper-
tance between the two vectors and normalizes it. ties. Semantic overlay networks (SONs) are systems where
For each agent, its similarity to its neighbors is calcu- agents with semantically related content are clustered to-
lated. Then, the average over all the agents is taken. Fig-gether [3]. A query generated by an agent is sent to another
ure 8 plots the variation of interest similarity for different agent within its SON if the query corresponds to the area
levels of caching witl20 experts. (Our results fa) experts of that SON, else the query is forwarded on to a node of a




suitable SON. This is similar to the querying approach of produce.

our seryice network, where the query is forwarded to those c5che Judiciously Be reluctant about introducing a poor
whose interests match the query. The above approaches dgnswer into the cache and keeping it there. If the agents are
not incorporate caching. not selective, then they should be eager to find better an-
Recently, several peer-to-peer file storage architecturesswers than what they already have. That is, they can only
have been proposed, e.g., [4]. Rather than allowing peershave a small cache so that they will replace often. This

to autonomously decide what to cache or index, these sysmeans that the agent must continually seek improved an-
tems model the network as a distributed hash table that mapswers.

;? ys to pteteri. Hov:/ever, peers dc;] not cr:oose r\]N h.'tCh 'tetrr:‘SSpeak Cautiously Only circulate high quality answers—
€y want to keep. In our approach, agents cache rrems a[)e more selective about responding than caching. That is,

_etxre of T_tetrest ttof th?m. This allows the agent to reach thekeep the fidelity high, especially when not receiving high
items of interest faster. quality answers,

PeerOLAP is an adaptive P2P system for caching online

analytical processing queries [5]. Each peer autonomousl)}3e Selectivg .B.e picky in _the beginning; relax later. If the
decides based on its policies on which items to cache. Somdgents are initially selective, they can cache good answers

policies take into account only the peer who is caching eatlr)r/]and ze nef}ighbors Wi:]h golod expehrtsa d _
while other policies consider what the neighbors may be e trade-offs among the rules might depend on criteria

interested in and caches those items as well. Peers seletﬁuch as the urgency of the information need and the stale-

their neighbors based on how well they have answered pre1€SS of the information with respect to the rate at which the
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