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LETTER FROM THE DEPARTMENT HEAD GREGG ROTHERMEL

Dear alumni and friends of the Department of Computer Science:

Welcome to the Fall 2020 issue of the CSC News magazine. This has been a challenging year for

everybody, especially our Wolfpack community. It has been a year in which every challenge has been
- met with new solutions. Even though the last six months have been nothing like we had planned or
. ) hoped for, | am proud of the way our faculty, staff and students have come together to move forward
in the face of the COVID-19 pandemic. We have weathered this storm with great determination!
We are proud of the alumni, students, faculty and staff whose work and accomplishments are
\4‘ featured here. Once again, I'm happy to share with you that the department has been ranked first in
ot the nation in the number of women tenured/tenure-track faculty members among departments of

computer science in colleges of engineering by the American Society for Engineering Education. This

i‘;
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Dr. Gregg Rothermel
has been the case for several years and is indicative of the commitment this department, our College

of Engineering and NC State have made to building a diverse, inclusive academic community.

Here are some other recent highlights for the department, which you can read more about in these pages:

" Thanks to a $2.75M award from the National Science Foundation (NSF), the Department is pleased to announce the launch
of five annual CyberCorps® Scholarships for Service, available to undergraduate and graduate students specializing in
cybersecurity.

= Building on its success as a global leader in the artificial intelligence space, the Department announces the addition of an
endowed Goodnight Distinguished Professorship in Artificial Intelligence and Machine Learning. The individual who
accepts this new faculty position will be positioned as a key leader in the vibrant and expanding artificial intelligence community
at NC State, the Research Triangle, and beyond.

= With over 15 years of experience on the front lines of cybersecurity efforts, Dr. Thierry Wandji Ketchiozo has joined the
department as director of cybersecurity education. He will help train the next generation of computer scientists to protect
critical systems from dangerous attacks.

= According to the 2020 Game Design School Rankings by the Animation Career Review, NC State’s Game Development
Program in the Department of Computer Science has been ranked number one in North Carolina and number seven in the
South. Additionally, NC State was ranked among the top 25 percent of all schools nationally.

= Dr. George Rouskas, director of graduate programs and Alumni Distinguished Graduate Professor of Computer Science at
NC State, received the 2019 Outstanding Service Award from the Optical Networking Committee (ONTC) of the IEEE
Communications Society at the 2019 IEEE GLOBECOM conference.

= Dr. Munindar Singh, alumni distinguished graduate professor of computer science at NC State, received the 2020 ACM /
SIGAI Autonomous Agents Research Award.

= Dr. Arnav Jhala, associate professor of computer science, has been recognized as a senior member of the Association of
Computing Machinery (ACM).

= Dr. Lina Battestilli, teaching associate professor, has been named a DELTA Faculty Fellow for 2020-21.

= Leslie Rand-Pickett, director of graduate career services, was named the Computer Science Department’s 2019-20 Person
of Exceptional Performance (PEP) Award winner.

= Alumna Marcia McLawhorn (B.S. '70), has donated $12,000 as a lead gift to jumpstart efforts to establish an endowment to
honor former department head and professor, Dr. Alan L. Tharp.

= Ajumnus Dr. Akond Rahman (Ph.D. '19), an assistant professor in the Department of Computer Science at Tennessee
Technological University, has received the NC State College of Engineering’s 2020 Distinguished Dissertation Award.

In closing, let me thank you for your continued support of the Department. We're stronger when we support each other. We're

stronger as a Pack!

S

Dr. Gregg Rothermel
Department Head
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What's New in CSC
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The Department of Computer Science is ramping
up its research and education efforts in the area of
cybersecurity to help meet a critical national need

In 30 years of teaching and research in the area of network and
software security, Dr. Douglas Reeves has seen the landscape
change drastically.

Hackers were once interested mostly in the notoriety, proving
that they could break the most impenetrable systems, said
Reeves, a professor in the Department of Computer Science
(CSC). That changed in the mid-2000s, when organized crime saw
the potential for profit and became very interested in cyberattacks.

“The motive for attacks has changed significantly over the
last 20 years,” Reeves, who is also the College’s associate dean
of graduate and international programs, said. “It's much higher
stakes.”
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The CSC department is enhancing its research and education
efforts with expanded offerings for undergraduate students,

scholarship opportunities and a new cybersecurity research center.

The move will help meet a growing need for research that leads
to more secure systems and for trained professionals to work
in the industry. Cyber Seek, a website that provides data about
supply and demand in the cybersecurity job market, reported that
in North Carolina alone, 34,379 people are employed in the field
and 19,657 job openings were listed between October 2018 and
September 2019.

"The good news for students, of course, is that there are just
unlimited opportunities,” Reeves said.

FROM EDUCATION TO RESEARCH

The department launched a master's track in security in 2017
and an undergraduate track in 2019. At the same time, CSC
has received a $2.75 million award from the National Science
Foundation (NSF) to launch a CyberCorps® Scholarships for
Service program that is available to undergrad and graduate
students specializing in cybersecurity. Five scholarships will be
awarded annually.

In addition to full tuition, the two-year scholarships provide a
generous stipend, health insurance and an allowance for other
professional expenses. In return, students agree to work after
graduation with a federal, executive-branch government agency for
an equal period of time. A newly created director of cybersecurity
education position will oversee the undergraduate concentration
and the scholarship program.

On the research side, the Secure Computing Institute (SCI)
created in 2019 will pull together much of the work and funding
already in place in CSC and other parts of the University. Chief
among them is NC State’s Science of Security Lablet, a National
Security Agency program that has brought $19 million in research
to NC State since it was established in 2012. Science of Security
Lablets are multi-disciplinary labs at a handful of leading U.S.
research institutions that promote security and privacy science as
a recognized field of research and encourages rigorous research
methodologies.

The institute and undergrad concentration will both include
a strong industry component, enabling partner companies that
work in cybersecurity or need more of it to benefit from research
collaborations and have mutually beneficial interactions with
students.

The department has eight faculty members in security and
privacy, in areas ranging from cryptography to the security and
privacy risks of sensors embedded in modern smart electronics,
telephone networks and Internet of Things-enabled devices.

"We've worked very hard to create a really rounded-out security
group that complements each other well,” said Dr. William Enck,
associate professor in the department and co-director of SCI.

THE BEST DEFENSE IS A GOOD OFFENSE

In order to teach students to be good defenders, Dr. Alexandros
Kapravelos teaches them to be attackers.

As part of his undergraduate and graduate security classes,
Kapravelos, an assistant professor of computer science, introduces
his students to common cyber-attacks and has the students
try them out in a test environment. It's the same idea behind
HackPack, a student organization interested in cybersecurity
that Kapravelos advises. Each spring, the group holds a Capture
the Flag event that involves teams competing to solve security
challenges.

"Fundamentally, in order to know what defense to play you need
to know how the attackers play,” Kapravelos said. “So, hopefully
when they build software for a company, they will be more aware
of the security problems that may be introduced.”

Today's cybersecurity landscape includes thieves looking to
empty your bank account, but also governments that want to gain
access to other countries’ infrastructure and companies trying to
steal intellectual property from competitors.

Enck says that, despite all of the headlines about hacks that
steal our data or threaten the U.S. energy grid, our systems are
better prepared today than decades ago.

"“Systems are more secure, but there are more attackers and
they are better equipped. Both are true.”

And we have more to lose. Kapravelos points out that when
hacking was mostly done to prove a point, there wasn't much
to gain. Today, our bank accounts and so much of our valuable
personal data are online.

Most successful attacks, Dr. Laurie Williams, distinguished
professor of Computer Science, says, fall under what she calls
social engineering, relying on a human mistake instead of a hole
in a system. An email disguised as a message from a friend tricks
you into sharing important information. Someone claiming to be
an IT technician for your company hands you a USB drive that you
plug into your computer.

Security risks are everywhere, from airplanes to self-driving
cars. That's why, instead of offering a degree program that would
focus solely on cybersecurity (the route that some universities
have chosen), NC State CSC's intention is to give students a broad
knowledge base that includes security concepts for whatever
platform they are working on, said Williams, who is also a co-
director of SCI.

"We're trying to create computer scientists who are also experts
in security,” she said. “You need that domain expertise, plus
security.” ®
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Dr. Thierry Wandiji Ketchiozo

Dr. Thierry Wandji Ketchiozo has spent 15 years on the front
lines of cybersecurity efforts, working as an engineer for the
Department of Defense fighting attacks that are growing more and

more sophisticated and posing a dire threat to the nation’s security.

Now, Ketchiozo has joined NC State as the director of
cybersecurity education in the Department of Computer Science
to help train the next generation of engineers and computer
scientists who will continue his work protecting critical systems
from dangerous attacks.

The newly created position is a critical piece of CSC's effort to
increase its role as a national leader in cybersecurity education and
research. It is a key part of the Security Computing Institute (SCI),
founded at NC State in 2019 with a goal of enhancing the security
and privacy of computing systems through basic and applied
research and advancing and delivering cybersecurity education.

"I want to be able to make NC State the household name when
it comes to cyber education within the state, outside of the state
and outside of the United States,” Ketchiozo said.

Ketchiozo, who started with NC State on August 24, holds a
bachelor’s degree from University of Montreal, master’s degrees
from Morgan State University and University of Maryland
University College (UMUC) and a Ph.D. from George Washington
University. After jobs in private industry, he held senior positions
as a researcher and software and systems engineer for the U.S.
Naval Research Laboratory and Naval Air Systems Command.

At the same time, he has held teaching positions in the area of
cybersecurity at Morgan State and UMUC. Ketchiozo said that he
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New director of cybersecurity education

joins Department of Computer Science

“I want to be able to make NC State the

household name when it comes to cyber

education within the state, outside of the
state and outside of the United States”

Dr. Thierry Wandji Ketchiozo

sees an urgent need for increased cybersecurity expertise in the
United States and saw the new position at NC State as a chance
to pass on what he has learned in industry, academia and public
sector work both to students and to professionals who need more
expertise.

Along with that need comes opportunity for those with
experience in the field. At the Department of Defense, Ketchiozo
said, it's difficult to recruit engineers with the broad expertise to
fend off constant cyberattacks. It's a common story across the
country: The Cyberseek organization, part of the National Institute
of Standards and Technology, currently indicates a half-million
unfilled cybersecurity positions in the United States.

Companies and government entities are under a constant
barrage of attacks that can cost billions of dollars annually.

And the recent COVID-19 outbreak in the United States has
only exacerbated that problem, Ketchiozo said, with so many
professionals working from home and relying even more on
technology, often using personal tech that isn't secure.

Ketchiozo's position is broad and will include supporting new
degree programs in CSC and a new cybersecurity scholarship
program and working to apply for additional grant funding and
furthering K-12 outreach efforts including summer camps.

The last task is particularly important, Ketchiozo said, if the
United States wants to create a new generation of cybersecurity
experts who can keep the nation safe. We'll need more domestic
students pursuing advanced degrees in the field, and that’s a task
that can't wait until students are college-age; outreach that helps
promising students decide to pursue cybersecurity work must
begin while they are still in grade school.

"You have to start early,” he said. “You need to have a
comprehensive plan.”

A CYBERSECURITY LEADER

CSC in recent years has worked to build off a strong foundation in
cybersecurity education and research and become a global leader.

That begins with SCI, which pulls together much of the work and
funding already in place in CSC and other parts of the University.
Chief among them is NC State’s Science of Security Lablet, a
National Security Agency program that has brought $19 million in
research to NC State since it was established in 2012. Science of
Security Lablets are multi-disciplinary labs at a handful of leading
U.S. research institutions that promote security and privacy science
as a recognized field of research and encourages rigorous research
methodologies.

Co-led by Dr. Laurie Williams, Distinguished Professor, and Dr.
William Enck, associate professor, in CSC, the SCl includes seven
computer science faculty members and two faculty members in
the Department of Electrical and Computer Engineering and has
established collaborations with NC State faculty members in the
College of Management and Department of Psychology.

CSC established a master’s track in security in 2017 and an
undergraduate track in 2019. A new undergraduate concentration
will start in spring 2021 and the department plans to soon propose
to University officials a master's degree in cybersecurity.

In 2019, the department received a $2.75 million award from the
National Science Foundation to launch a CyberCorps® Scholarships
for Service program. Five scholarships will be awarded annually to
graduate and undergraduate students specializing in cybersecurity.

In addition to full tuition, the two-year scholarships provide a
generous stipend, health insurance and an allowance for other
professional expenses. In return, students agree to work after
graduation with a federal, executive-branch government agency for
an equal period of time.

Williams' said the vision for SCl is to create a hub that is
recognized across the state as the epicenter for cybersecurity
education in North Carolina. Part of that vision is to offer resources
for companies that want to train or retrain their employees on
security, something that the department isn't offering currently.
Establishing those resources will require building partnerships
across the state, which Williams sees as an important part of the
new position.

She said that Ketchiozo stood out as the right fit for the new
position because of his very strong technical background, and the
fact that he has helped establish similar programs at Morgan State
and UMUC.

To help further that effort, future plans include creation of a
director of cybersecurity practice position.

The payoff, for the state and nation and for NC State students
seeking good career opportunities and work that makes a
difference, is huge.

“There's a huge national shortage and a huge North Carolina
shortage of highly trained cybersecurity professionals,” Williams
said. ®

Celebrating the Spring 2020 academic success

The 2019-20 academic year is one that will go down in history.
In early March, our students thought they were leaving for just
another spring break. But spring break was extended, and at the
end of the break, they learned that life as they knew it as an NC
State student would never be the same. Everything — classes,
group meetings, interviews — everything went virtual. No one
was allowed on campus. All because of COVID-19. But our
students persevered. They adapted to the new normal and they
continued to succeed.

A lot has changed this year, but the one thing that has not
changed is the caliber of our students and the outstanding
accomplishments of this group. On May 7, the Computer Science
Department held a virtual Spring 2020 Celebration of Academic
Success to recognize our 2019-20 students and celebrate the

many fellowships, honors and awards they had won.

During our video celebration, six Ph.D. candidates, 165 master’s
degrees students and 166 candidates for the bachelor’s degree in
computer science were recognized. Dozens more were recognized
for receiving best paper awards at prestigious conferences,
College of Engineering merit awards, fellowships, leadership
awards, outstanding senior awards and more.

The Computer Science Department is pleased to celebrate
the many accomplishments of our students this year, and we are
particularly proud of the way that they have adapted, adjusted and
flourished under these extreme circumstances. Please take time
to view the video of our Spring 2020 Celebration of Academic
Success (bit.ly/2Zzh1a1), and join us in applauding the success of
our Spring 2020 graduates. ®
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$2.75 million NSF award helps launch new
CyberCorps® scholarships for service

Thanks to a $2.75 million award from the National Science
Foundation (NSF), the department is pleased to announce the
launch of five annual CyberCorps® Scholarships for Service,
available to undergrad and grad students specializing in
cybersecurity.

To be considered, students must be U.S. citizens or
permanent residents, and majoring in computer science
at the bachelor’s or master’s level with a specialization in
cybersecurity.

In addition to full tuition, these two-year scholarships
provide a generous stipend, health insurance, and an
allowance for other professional expenses. In return, the
student agrees to work after graduation with a federal,
executive-branch government agency for an equal period
of time. The program includes mentoring, professional
opportunities while in school, and assistance finding
internships and post-graduation full-time employment in
government.

Co-PlIs for the award, Drs. Douglas Reeves and Sarah
Heckman, were on hand in Washington, D.C. in mid-January
to be recognized as one of the recipients of the prestigious
awards. The current award will cover five students per year
and will run through 2024.
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Reeves, associate dean and professor of computer science,
says the NSF'’s selection of NC State to participate in the
CyberCorps® Scholarships for Service program speaks to
the significant focus the department has put on building its
expertise in cybersecurity education and research.

“At NC State, we are charged with educating the next
generation of cybersecurity professionals, a critical need
for the state of North Carolina and the nation as a whole,”
says Reeves. “We now have security tracks available for
undergrads and M.S. students, and we have hired a director
of cybersecurity education, who will help us launch a new
cybersecurity concentration, formulate a strong community
of practice, engage with industry and government partners
and attract, develop and nurture a strong pipeline of security-
focused talent,” says Reeves. “The availability of these
transformative scholarships really speaks to the momentum
we are gaining in the cybersecurity space.”

Heckman, director of undergraduate programs, says the
new CyberCorps® Scholarships are both substantive and
transformative in nature. “They are among the most robust
and valuable scholarships currently available at NC State and
a great opportunity for those interested in cybersecurity,”
Heckman says.

For more information, see go.ncsu.edu/sfs =

W

Improving Al’s ability to identify students who need help

A team of researchers from NC State has designed an artificial
intelligence (Al) model that is better able to predict how much
students are learning in educational games. The improved
model makes use of an Al training concept called multi-task
learning, and could be used to improve both instruction and
learning outcomes.

Multi-task learning is an approach in which one model is
asked to perform multiple tasks.

“In our case, we wanted the model to be able to predict
whether a student would answer each question on a test
correctly, based on the student’s behavior while playing an
educational game called Crystal Island,” says Dr. Jonathan
Rowe, co-author of a paper on the work and a research
scientist in NC State’s Center for Educational Informatics (CEl).

“"The standard approach for solving this problem looks only
at overall test score, viewing the test as one task,” Rowe says.

“In the context of our multi-task learning framework, the model
has 17 tasks — because the test has 17 questions.”

“[The model] opens the door to
incorporating more complex modeling
techniques into educational software —
particularly educational software that
adapts to the needs of the student,”

Andrew Emerson

The researchers had gameplay and testing data from 181
students. The Al could look at each student’s gameplay and
at how each student answered Question 1 on the test. By
identifying common behaviors of students who answered
Question 1 correctly, and common behaviors of students who
got Question 1 wrong, the Al could determine how a new
student would answer Question 1.

This function is performed for every question at the same
time; the gameplay being reviewed for a given student is
the same, but the Al looks at that behavior in the context of
Question 2, Question 3, and so on.

And this multi-task approach made a difference. The
researchers found that the multi-task model was about 10
percent more accurate than other models that relied on
conventional Al training methods.

“We envision this type of model being used in a couple of

ways that can benefit students,” says Dr. Michael Geden, first
author of the paper and a postdoctoral researcher at NC State.
"It could be used to notify teachers when a student’s gameplay
suggests the student may need additional instruction. It could
also be used to facilitate adaptive gameplay features in the
game itself. For example, altering a storyline in order to revisit
the concepts that a student is struggling with.”

"Psychology has long recognized that different questions
have different values,” Geden says. “Our work here takes
an interdisciplinary approach that marries this aspect
of psychology with deep learning and machine learning
approaches to Al."

"This also opens the door to incorporating more complex
modeling techniques into educational software — particularly
educational software that adapts to the needs of the student,”
says Andrew Emerson, co-author of the paper and a Ph.D.
student at NC State.

The paper was also co-authored by Dr. James Lester,
distinguished university professor of Computer Science and
director of CEl; and by Roger Azevedo of the University of
Central Florida.

The work was done with support from the National Science
Foundation and the Social Sciences and Humanities Research
Council of Canada. ®
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When it comes to growing sweetpotatoes, North Carolina is a

superstar — growing more than the next three states combined.

An interdisciplinary team of researchers at NC State is setting
out on an ambitious three-year project that will use artificial
intelligence to make sweetpotatoes even more profitable.

The team wiill work with sweetpotato producers and NC
State College of Agriculture and Life Sciences research stations
to image hundreds of thousands of sweetpotatoes and then
calculate their shape and quality characteristics.

Led by Dr. Cranos Williams, a researcher in NC State's
Department of Electrical and Computer Engineering (ECE), the
team will then combine all of that image data with a host of
additional information. \When and where were the sweetpotatoes
planted? How were they fertilized? What has the weather been
like? The researchers can then use advanced machine learning
algorithms to determine which factors impact sweetpotato size
and shape. Ultimately, the goal is to increase the percentage of
sweetpotatoes that are USDA grade 1, and thus most profitable
for growers.

“Our first step starts with the stakeholders, where we are
focused on understanding their values and identifying the
things that would improve their profitability,” Williams said. “By
understanding what our stakeholders value, we can provide input
on how growers, producers and distributors can optimize their
processes to potentially reduce the occurrence of misshaped
sweetpotatoes. This will translate to decreased waste and
increased value.”

Dr. Khara Grieger, a senior researcher in the Genetic
Engineering and Society Center, is an expert in the intersection
of science and society, particularly concerning emerging
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technologies. She will lead efforts engaging with stakeholders in
conjunction with Dr. Anders Huseth, a researcher and extension
specialist in the Department of Entomology and Plant Pathology.
The team, including Dr. Mike Boyette, a Philip Morris professor
of Biological and Agricultural Engineering, has identified quite a
number of different factors that might impact sweetpotato shape
and size and overall value, but they need to leverage the power of
big data and machine learning to be able to sort the metaphorical
wheat from the chaff.
The project is one of four interdisciplinary projects selected
by NC State's Office of Research and Innovation to receive
seed funding to address the global challenges facing agriculture
identified by the North Carolina Plant Sciences Initiative (NC PSI).

MEASURING SWEETPOTATOES

Boyette has spent decades improving the value of the North
Carolina sweetpotato industry including work on controlled
storage facilities, value-add products and measuring the shape
and size of sweetpotatoes.

Boyette has identified quite a number of different factors
that might impact sweetpotato shape. These factors include
precipitation levels at key stages of growth, the type of fertilizer
used and when it is applied, the variety of sweetpotato planted,
and soil type.

“We know from anecdotal evidence that all these things and
more have an effect on the shape of the sweetpotato,” Boyette
said. “You get all of these factors going together but how do you
sort these things out? How do you know what you need to do
to maximize the value of the sweetpotato? The only way is to

measure the sweetpotatoes coming out of the field.”

Boyette, and his summer interns and graduate students,
have been working on this for 20 years, starting with calipers,
then moving onto a laser scanner. “It was tedious and time
consuming to measure enough sweetpotatoes for statistical
analyses,” he said.

“Technology has progressed to the point that state-of-the-
art packers use an optical scanner to sort their sweetpotatoes.
These sorters can scan 100,000 sweetpotatoes in an hour,
producing eight to 10 gigabytes of data per minute,” Boyette
added.

Now, the challenge is collecting all of that data, which is
normally discarded, and analyzing it. This is where Williams and
other big data, data analytics and data privacy experts come
in. This team includes Dr. Natalie Nelson, a researcher in the
Department of Biological and Agricultural Engineering (BAE); Dr.
Edgar Lobaton, a researcher in ECE; and Drs. Kemafor Ogan, and
Alessandra Scafuro, researchers in CSC.

“We're very lucky to be able to put together the team we have
put together,” Boyette said. “VWe've got people who are really
good at the sensors and scanning. We've got people who are
really good at big data management and analysis. And ultimately
we'll all work together to improve the value of North Carolina
sweetpotatoes.”

CHALLENGE OF BIG DATA

Williams agrees that collecting, managing and analyzing all of
the data produced by the current state-of-the-art sorters is a big
challenge.

And that doesn’t even take into account the amount of data
that will be produced by a new system that will also be capable
of measuring internal pest damage and rot that will be developed
by a team led by Dr. Mike Kudenov, another researcher in ECE,
as part of the project.

“One of the biggest challenges we foresee, and something that
we've been trying to mitigate early, is managing all of the data,”
Williams said. “These sorters produce a large amount of data
and we have to identify, not only ways of being able to collect it
but also effectively store it and manage it. On top of that we will
need to collect and manage extrinsic data such as planting and
harvesting dates and fertilization information.”

The team is partnering with two companies to assist with this
challenge, SAS Institute and Intero Life Sciences. SAS Institute
is an analytical software company based in Cary, NC, with a
longstanding partnership with NC State. SAS Institute has many
data analysis and data modeling tools as well as considerable

experience in data analytics. Intero Life Sciences, a Chapel
Hill-based bioinformatics company, is experienced in developing
platforms for managing large sets of heterogeneous data, similar
to what the project will produce, Williams said.

“We're looking forward to working with them and gaining
their input, in terms of informing the best way to build the type
of platform we’ll need for the project,” Williams said. “And in
return, our industry partners will have an opportunity to assess
how their solutions can be applied to problems that directly relate
to agricultural stakeholders. Oftentimes, these industry partners
have the experience and the tools but they lack the relationships
that NC State has been able to develop with stakeholders.”

In addition, the team is partnering with Scott Farms, a
sixth-generation family farm in Wilson County that grows more
than 3,000 acres of sweetpotatoes, and the NC Sweetpotato
Commission.

The partnership with Scott Farms will help the team develop
decision-support platforms and establish the proof-of-concept
to show the impact of the platform for NC sweetpotato growers.
The partnership with the NC Sweetpotato Commission provides
an effective way of communicating the value of such a platform
to increase the production of USDA grade 1 sweetpotatoes to
the industry as a whole.

Another aspect of the project is to provide students with
hands-on training on tackling agricultural challenges with big data.
Dr. Daniela Jones, a researcher in BAE who heads the agriculture
data science certificate program, will lead this aspect. Three
undergraduate students worked remotely on the project this
summer.

“A significant part of our workforce training effort is to expose
new students to companies such as SAS as well as enable
opportunities on further integrating sensor development and
data analytics into agricultural problems,” Williams said. “It was
important to us to make sure that we can use this GRIP4PSI
project as a mechanism for training the next generation of
researchers to be able to tackle problems like this, or even more
complex ones.”

The interdisciplinary project is funded by the GRIP4PSI seed-
funding program, based on NC State Office of Research and
Innovation’s 2016 Game-Changing Research Incentive Program
(GRIP). The new program is led by the Office of Research and
Innovation in partnership with eight NC State colleges and
offices. GRIP4PSI is intended to support visionary ideas in the
plant sciences that will result in large-scale funding, meaningful
impact for future research and first-class interdisciplinary
graduate education and training. ®
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Game development program ranked
first in North Carolina

From top: Dr. David Roberts, and Dr. Arnav Jhala

According to the

2020 Game Design
School Rankings by

the Animation Career
Review, NC State's Game
Development Program
in the Department of
Computer Science has
been ranked number
one in North Carolina
and number seven in the
South. Additionally, NC
State was ranked among
the top 25 percent of all
schools nationally.

After considering
more than 130 different
schools with game
design programs across
the United States, the

Animation Career Review ranked programs through surveys
and gathering information based on criteria including academic
reputation, admission selectivity, depth and breadth of the
program, value as it relates to tuition and indebtedness, and
geographic location.

The department began offering a concentration in Video
Game Development in 2008. Since then, the program has
developed into one of the best in the nation. While students
focus on the development of video games and software
engineering processes, the program also allows students
to take non-computer science electives, which will aid in
their holistic development as well-rounded students with
multifaceted skill sets.

Dr. David Roberts, associate professor of computer science
and the concentration’s director, commented on the many
benefits of the interdisciplinary program.

“| think it's critically important that students are well
rounded. Computer science as a discipline has expanded
over the last 20 years to touch virtually every sector of the
economy in some way... The opportunity for our students to
get training in the deeply technical elements of video game
development, but also exposure and training in the visual,
psychological and narratological aspects of game design
creates well-rounded work-force participants.”

“I think one of our strengths is
that we are one of the big research
universities in the field. The access to
cutting-edge research allows us to look
ahead to the problems that the industry
will be facing and makes us unique ...
We want to make sure students have all
the opportunities to be successful.,”

Dr. Arnav Jhala

Dr. Arnav Jhala, associate professor of computer science,
commended the resources and opportunities offered to
students by NC State.

"I think one of our strengths is that we are one of the big
research universities in the field. The access to cutting-
edge research allows us to look ahead to the problems
that the industry will be facing and makes us unique ...\We
want to make sure students have all the opportunities to be
successful.”

Students in the Video Game Development Concentration
at NC State can successfully advance in the field of computer
science while gaining a multi-disciplinary view of game
development. ®

Browser tool aims to help researchers
ID malicious websites, code

Researchers in the department have developed an
open-source tool that allows users to track and record
the behavior of JavaScript programs without alerting

the websites that run those programs. The tool, called
VisibleV8, runs in the Chrome browser and is designed
to detect malicious programs that are capable of evading
existing malware detection systems.

“When you go to most websites, your browser starts
running the site’s JavaScript programs pretty much
immediately — and you have little or no idea of what that
JavaScript is doing,” says Dr. Alexandros Kapravelos, co-
author of a paper on VisibleV8 and an assistant professor
of computer science at NC State. “Previous state-of-the-
art malware detection systems rely on making changes
to JavaScript code in order to see how the code is being
executed. But this approach is easily detected, allowing
malware programs to alter their behavior in order to avoid
being identified as malicious.

“VisibleV8 runs in the browser itself, recording how
JavaScript is executed; it doesn’t interact with the code
and, as a result, is far more difficult to detect.”

VisibleV8 saves all of the data on how a site is using
JavaScript, creating a “behavior profile” for the site. That

profile, and all of the supporting data, can then be used by
researchers to identify both malicious websites and the
various ways that JavaScript is used to compromise web
browsers and user information.

Because VisibleV8 consists of only 600 lines of
code, out of the millions of lines of code in Chrome, the
software tool is relatively easy to keep up-to-date. This
is an important consideration given that Chrome’s code
is updated approximately every six weeks. VisibleV8 can
also be used to target the most likely malicious behaviors
without hurting browser performance.

“We've created a stealthy tool for monitoring JavaScript
in the wild,” Kapravelos says. “We're now making it open
source, in hopes that it will be useful to anyone doing
research on web privacy and security.”

The paper, “VisibleV8: In-browser Monitoring of
JavaScript in the Wild,” was presented at the ACM
Internet Measurement Conference 2019 in Amsterdam,
Netherlands. First author of the paper is Jordan
Jueckstock, a Ph.D. student at NC State.

The work was done with support from the Office
of Naval Research, DARPA and the National Science
Foundation.

VisibleV8 can be downloaded from Kapravelos’ site at kapravelos.com/projects/vv8. ®
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Making (fun) multi-
player gaming

an educational
experience

A new video game framework brings together two well-studied
approaches to educational software in order to keep multiple
players engrossed in the learning experience while fostering
collaboration and problem solving. The framework is one of the first
to integrate narrative-centered learning and collaborative learning
techniques, laying the groundwork for future efforts in the field.

In proof-of-concept testing, a team of researchers from NC State
and Indiana University found a game made using the framework
fostered both learning and effective collaboration in sixth graders.

“There's been a lot of work on computer-supported collaborative
learning,” says Dr. Jonathan Rowe, co-author of a paper on the
work and a research scientist in NC State’s Center for Educational
Informatics (CEI). “But that work hasn’t focused on rich, narrative
game environments — it's been more along the lines of online
discussion forums for students.

“Meanwhile, there's also been a lot of work on narrative-
centered learning environments,” Rowe says. “But those have
focused largely on single-player settings — because constructing
immersive games that are educational and engaging for multiple
players is extremely challenging.”

"We've developed a conceptual framework for combining
these two educational approaches — interactive narratives
and collaborative, problem-based learning — and then created
a software architecture and suite of game-creation tools for
implementing that framework,” says Dr. Bradford Mott, first author
of the paper and senior research scientist at CEI.

The paper, “Designing and Developing Interactive Narratives
for Collaborative Problem-Based Learning,” was presented at the
Twelfth International Conference on Interactive Digital Storytelling,
held at the Snowbird resort last November.
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| should get going.

“One of the things we focused on here was creating a set of

tools that educators can use, regardless of their programming
skills,” says Robert Taylor, a research software engineer at CEI.
“Specifically, allowing educators to modify a story’s dialogue and
plotlines, and to see those changes almost immediately in the game.”

“Right now, this narrative editing feature is being used by our
education research collaborators to help us make the best game
possible,” Mott says. “But at some point, this may be a feature
that can allow for classroom-specific game customization.”

The team of education and computer science researchers has
already used the framework to develop a game called “Crystal
Island: EcoJourneys,” which focuses on ecosystems education. In
pilot testing with a group of 45 middle schoolers, the researchers
found students did learn from the game and exhibited effective
collaboration skills.

“We deliberately chose a complex subject, because that makes for
a scenario that lends itself to team-oriented problem solving,” Rowe
says. “This early-stage testing suggests that we're on the right track.”

“"We're now developing a more polished version of ‘Crystal
Island: EcoJourneys,” which we'll be testing on a larger scale next
year,” Mott says. “More importantly, the approach we're outlining
here can already be used by others in the educational gaming
community. This is an exciting area for the field.”

The paper was co-authored by Dr. Seung Lee, a research
scientist at CEl; Dr. James Lester, Distinguished University
Professor of Computer Science and director of CEl at NC State; and
Drs. Asmalina Saleh, Krista Glazewski, and Cindy Hmelo-Silver of
Indiana University.

The work was done with support from the National Science
Foundation. ®
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Dr. Nagiza Samatova, a professor in the department, has been
using her time to create hope and provide resources amidst
the COVID-19 crisis. Specifically, she has been providing online,
STEM-focused training for students of all ages free of charge.

With schools in the Triangle area being forced to transition
to online teaching on such short notice, Samatova quickly
recognized the need for some additional help for students
in her local community. “Teaching for the first time is a bit
challenging. It's difficult for parents who have never thought
about homeschooling their children to be forced to become
homeschool parents.” Additionally, the situation has raised other
issues including that many of these parents also work and may
not have time to help their children with their studies or do not
have the financial means to afford online courses.

After reading about these struggles that were shared by
those in Facebook groups of local communities she is a part of,
Samatova decided to offer her help, "I knew | could not go to the
hospital and help there, but | knew | had my tool, and that tool is
teaching.”

Since then, Samatova has developed online classes for
students to join via Zoom. These classes focus on a variety of
STEM subjects such as Math Kangaroo and Math Olympiad for
elementary and middle school students, and classes focusing on
more advanced topics such as Artificial Intelligence and Machine
Learning with Python for older students and their parents.

However, these classes are not typical lectures. By using
a variety of teaching methods, Samatova has successfully
created interactive, engaging, and hands-on classes. Samatova
uses camera technology to provide her students with visual

Creating hope amidst crisis

demonstrations so that they may better understand the material.
For these demonstrations, Samatova uses common, household
objects so that students may follow along using their own
materials, creating a hands-on experience. Additionally, she
uses the break-out room feature on Zoom to allow her students
to brainstorm, communicate, and creatively solve problems
together. This allows students to stay engaged in class and
connect with fellow classmates.

Samatova specially curates each class to ensure that her
students are properly learning and retaining the information that
is taught. She does this by providing additional resources such
as homework assignments and practice problems for students
to do outside of class. Another way she ensures the success
of her students is by engaging with the parents as well. After
four weeks of classes, Samatova meets with the parents of
the students to discuss how the students are doing, what
questions parents may have, and what improvements could be
implemented.

Samatova is actively giving back to her community by offering
these classes. Her classes are an excellent example of the
importance of building the bridge between local schools and the
university. While teaching may be a bit difficult at first, Samatova
believes that anyone can teach and urges others to get involved
to help their community.

Navigating life during COVID-19 is hard. Yet, stories like this
surely give us something to smile about and inspire us to give
back to our own communities as well. To date, Samatova's online
classes have touched the lives of K-12 students and their parents

“sheltering in place” across the Triangle Area and beyond. ®
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Study debunks robocall myths, lays
groundwork for stopping them

New research in the department finds that the number of
robocalls isn’t going up, and that answering a robocall doesn’t
make you more likely to get additional robocalls. However, stories
you've heard about individuals getting hundreds of back-to-back
unsolicited calls? Those are true.

“These findings stem from a broader study that is the first step
toward a more robust set of tools for reducing robocalls, if not
eliminating them,” says Dr. Brad Reaves, co-author of a paper on
the work and an assistant professor of computer science. “We
made some fundamental advances in tracking robocalls back
to their source, and upended a lot of the conventional wisdom
regarding robocalls.”

“The COVID-19 pandemic has really highlighted the importance
of this work, because robocalls have made people less likely to
answer phone calls from unknown numbers — and that makes it
more difficult for contact tracers to do their jobs,” says Sathvik
Prasad, a Ph.D. student at NC State and first author of the paper.

For this work, the researchers define robocalls as automated
or semi-automated calls that play a recorded message. To
address questions related to robocalls, the researchers worked
with communications company Bandwidth Inc. to set up 66,606
phone lines that would be used exclusively to monitor for
robocalls. The ultimate goal was to collect data on how robocalls
and robocall campaigns worked. The researchers monitored the
lines for eleven months, from early 2019 to early 2020.
