Technology Has No Moral Compass
“The Dark Side of Al”
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WARNING

this shirt is classified as a munition and
may not be exported from the United
States, or shown to a foreign national

RSA

encryption in perl

‘/bin/perl -s-- -export-a-cr 1 i

sM= -a-crypto-system-sig -RSA-3-11ines-PERL

>yaanpack (. $w, $m. "\0"x$w) ,$_="echo "16doSw 2+40i08d*-A1[d2%Sa

packz' ;,, “Lal=2\U$n%01SX$k" [$m*]1\Esz1Xx++p|dc”,s/A.|\W//g,print
»$_dwhile read(STDIN, $m, ($w=2*$d-1+1 ength($n)&~1)/2)
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“Volleyball Players are Tall Model”

What if we say — if >= 6 feet (183cm) then they are a Volleyball Player

6’ 0” (183cm) 71% Correctly Identified (True Positive)

Salima Hammouche (5’2")

Thomas Edgar (6'11")

Rpree
Input Output : Ve
Height o MOdeI ) [YES | NOJ o sse %‘_ x
(Height>=6’):YES

if (Height<6’):NO

Timofey Mozgov (7’ 1”)

73% Correctly Identified as “Not Volleyball” (True Negative)
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https://datasf.org/opendata/

m N8
@ M , (a




Austin

Boston

Denver

Los Angeles

New York

San Francisco

Philadelphia




True Positive Rate

1.0 o)
08
osl |
I
1
J
!
0.41
’
i
02 i
i
'
o.ol :
08 10

0.0 0.2 0.4 0.6
False Positive Rate

-
0y o0t *

s
= -—a—o
= . .
do-o——o-o—o—""
e se ® .
o . o
.
- .
.

Predicted to Avoid Arrest

e Correct
s |ncorrect




Original Source

Mouth Calculations

DeepFake Demo eMcAfee 2019

Rough Cut Render - Frame: 000001

Source: Committee on Commerce, Science, and Transportation
United States Senate - One Hundred Fifteenth Congress
March 22, 2017

Original Mouth Capture

Tracking Markers




eveGrobman

s

3 (241)_04p9




HOW_TOu

F.nd hlstOI IC Uldeo a"d IEOOId lake d.alo
g

eepkake

Downloa

d Dee

; pF

So = ake

Original Sourc
e
Origin
al Moti
on Captu
re

|l‘all‘l IIIaCIIIII e = - - =
g p
en

g exrect
cadng 3t PO
e wTk 2670 .
Sece RTX 207 .
T A
wcel % acel
M type(F108%) Leype
ey onverters 3% _register.
.
-uuﬁlwrrﬂnt\_lntlrnll\hil\

mornnz\_xnuml\bxn\nu
_converters

A1

2070
type(F108¢) ~type
mm.«_cw..«.n as J‘-‘hul::aw-r&lrs
R DeepF aceL st “-L.cvar.-.ntxgr«-rnn\unu At
S atypelFLO8) “type -
" ot weer. convertach as _Mhnr_conv-n-n
Asab: o or flow/ COre/ ! Funtime/ g0/
P or: 7 winor: 5 .nofynozmn(em: 1

; 6.59648

x....arﬁam.,.—-ug—oﬂ_.-\mn—upu
xnw!oﬂ‘-m\Jut-ml)\bln\!

(fioat) - YPe

Cconvertars reghstor_COMECUST

Censorfl I:m/(u"‘_ﬂlﬁi—lpv
‘winor: § e ryClockRate(GH)

easmmoryt 859000
T :'.....d,.uf:-_//g_—\_um-/..
consorflog/ O mmon_runt ime/ £
minor: $ _—nﬂn‘w.(.-y"
!

+ 6.59048
 common_runtime/ e
s

Laranree ATIARL! T
Thvasiee. seoesds

o maor

5 minort




Adversarial
Machine Learning
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Targeted Attack on Traffic Signs

Original Perturbation Adv Image Classified as

After 20 iterations, the classifier achieved a 100% success rate
of a 35 MPH speed sign for all 15 stop signs.




Physical Attack

Top Predictions Confidence Top Predictions Confidence

1. stop 1068 .0% 1. addedlLane S1.44199848175049%

r B yield 1.938594285108237e-08% .' speedliml t25 9, 3266598880 25095%
-

Before Attack After Attack




Adversarial Example

Perturbation —

Added Features

Adversarial Example
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“Black Box Duality”

Solve Problems That We
Don’t Understand

Often Unable to Explain
“Rationale for the
conclusion”




Can you build trust based on accuracy?

O n |y 1 Predicted Predicted: husky Predicted

True True: husky

mistake!

Predicted: Predicted: husky Predicted:
True: husky True: husky True:

Source: "Why Should | Trust You?": Explaining the Predictions of Any Classifier
Marco Tulio Ribeiro, Sameer Singh, Carlos Guestrin




Can you build trust based on accuracy?

Predicted Predicted: husky Predicted

True True: husky True:

Predicted: husky Predicted

True: husky True

Source: "Why Should | Trust You?": Explaining the Predictions of Any Classifier
Marco Tulio Ribeiro, Sameer Singh, Carlos Guestrin










