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Abstract

Billing is fundamentato ary commerciaMolP services
and it hasdirect impacton eachindividual VoIP sub-
scriber Oneof the mostbasicrequirementsf ary VolP
billing functionis thatit mustbe reliable andtrustwor-
thy. FromtheVolP subscribes perspectie, VoIP billing
shouldonly chage them for the calls they have really
madeandfor the durationthey have called.

Existing VoIP billing is basedon VolP signaling.
Therefore,ary vulnerability in VoIP signalingis a po-
tential vulnerability of VoIP billing. In this paper we
examinehow the vulnerabilitiesof SIP canbe exploited
to compromisethe reliability andtrustworthinessof the
billing of SIP-based/olP systems.Speci cally, we fo-
cusonthebilling attacksthatwill createinconsistencies
betweenwhat the VoIP subscribergeceved and what
the VoIP serviceproviders have provided. We present
four billing attackson VolIP subscribershatcouldresult
in chageson the callsthe subscriberdiave not madeor
overchagesonthe VolIP callsthesubscriberfiave made.
Ourexperimentshav thatVonageandAT&T VolP sub-
scribersarevulnerableto thesebilling attacks.

1 Intr oduction

VoIP is becomingincreasinglypopulardueto its advan-
tagesin costand functionality IDC [5] predictedthat
thenumberof US residentialMolP subscribersvill grov
from 10.3million in 2006to 44 million by 2010.

Billing is oneof the mostfundamentatomponenbf
arny commerciaMolP servicesandit hasdirectimpacton
eachindividual VoIP subscriber Onebasicrequirement
of arny VoIP billing function is that it mustbe reliable
and trustworthy. For example, VoIP serviceproviders
dependon billing to chage their customerdor all the
billable servicesandthey do not wantto lose ary rev-
enuesfrom ary billable servicesthey provide. On the
otherhand,VolIP subscribergxpectthe billing be accu-

rate so thatthey will be chagedonly for the calls they
have madeandfor the durationthey have really called.
In addition,the VoIP billing shouldberesilientto billing
fraudandbefree of ary inconsisteng betweenvhatthe
serviceprovidershave provided andwhatthe customers
have receved.

Existing VoIP billing is basecbn VolIP signaling.Ses-
sion Initiation Protocol(SIP)is the dominantVolP sig-
naling protocol,andit is beingusedwidely in commer
cial VoIP services. Therefore,ary vulnerability in SIP
could malke the billing of mary commercialSIP-based
VolIP systemsvulnerable.

In this paper we examinehow the vulnerabilitiesof
SIP canbe exploited to compromisethe reliability and
trustworthinessof the billing of SIP-basedVolP sys-
tems. Speci cally, we focuson the billing attacksthat
will createinconsistenciebetweenthe what the VolP
subscribershave receved and what the VoIP service
providershave provided. We presenfour billing attacks
on VolIP subscribersl) InviteReplay 2) FakeBusy 3)
ByeDelay and4) ByeDop that could either male calls
without subscribes authorizationor prolongthe dura-
tion of subscribes call transparentlyFor calls (e.g. in-
ternationalcall) thatarechagedwith a per minuterate,
thesebilling attackswill resultin eitherchageson the
callsthesubscribersiave notmadeor overchagesonthe
VoIP calls the subscriberdqiave made. Note theseVolP
billing attacksdo notrequireary collaborationgrom the
SIPsenersor SIPphonesandthey couldlaunchedwith-
outknowledgeof thesecrepassword shareetweerthe
SIPsenerandSIP phone.While the FakeBusy ByeDe-
lay andByeDropbilling attacksneedthemanin the mid-
dle (MITM) at both endsof the signalingpath, the In-
viteReplaybilling attackcanbe launchedrom virtually
anywhereoncetheattaclerhasobtainedacopy of onele-
gitimateINVITE messagéom thevictim's SIPphone.

We have implementedthesebilling attacksagainst
VoIP subscribersand experimentedwith our VoIP ac-
countsof Vonage[1] and AT&T [9]. Our experiments



shav that AT&T VolIP subscribersarevulnerableto all
the abore mentionedfour billing attacks,and Vonage
VolP subscribersrevulnerableo the FakeBusy ByeDe-
lay and ByeDropattacks. In either case,the VoIP sub-
scriberscould be overchageddueto the billing attacks.
Sincethesehilling overchagesarenot causedy theer
rorsof thebilling systemitself, but ratherthe exploits of
thevulnerabilitiesof SIR they will createhard-to-resole
disputesbetweenthe VolP subscribersand the service
providers.Oneimmediateconsequencef theidenti ca-
tion of thesebilling attacksis thatthe billing of existing
VoIP serviceshecomegjuestionablanduntrustvorthy.

Therestof this paperis organizedasfollows. Section
2 givesanoverview of SIP andits securitymechanism.
Section3 presentgour billing attackson SIP-based/olP
subscribers Section4 describegelatedworks. Section
5 concludeghepaper

2 SIP Overview

Sessiorlnitiation Protocol (SIP)[19], is a generalpur-
pose,applicationlayer signaling protocol usedfor cre-
ating, modifying, and terminatingmultimediasessions
(e.g. VoIP calls) amongInternetendpoints. SIP de-
nes thesignalinginteractionbetweenuseragent(UA),
proxy server redirect server registrar serverandloca-
tion server An UA representsn endpointof the com-
munication(i.e., a SIP phone). Basedon its role in the
communicationan UA couldbe eitherUA clientor UA
sener. The proxy sener is the intermediatesener that
actson behalfof UA to forwardthe SIP messaget its
destination. The registrar sener handlesthe UA's reg-
istration request. The location sener maintainsthe lo-
cation information of the registeredUAs. The redirect
sener providesthe UA client with an alternatve setof
contactaddressesn behalfof the UA sener.

SIPis basednanHTTP-like request/responsrodel.
To setup, manageor terminatea VVolP sessionlUJA client
(UAC) sendsa SIPrequestmessag#o aSIPseneror UA
sener (UAS). Thenthe SIP sener or UAS replieswith
a SIP responsemessagédenti ed by a statuscodethat
indicatesthe outcomeof the request. Eachuserin SIP
network is identi ed by a SIP Uniform Resouce Identi-

er (URI), which usuallycontainsa usernamendhost-
name. Figure 1 shavs a typical SIP messageo w of a
call setupandteardowvn. Whenthe caller (UA-1) be-
gins to initiate a call to the callee (UA-2), it sendsan
INVITE messagéo its outboundoroxy seneratdomain
SIPproxyl.com.Uponreceving the INVITE message,
theoutboundsenerlocategheinboundseneratdomain
SIPproxy2.convia Domain Name Service(DNS), and
forwardsthe INVITE messagdo the inbound sener.
Meanwhile theoutboundproxy senersendsdacka 100
TRYING messageo UA-1 which meansthat outbound
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Figure1l: An Exampleof SIP Flow of Call Setupand
TearDown

proxy hasreceved the requesiandit is working on for-
warding the INVITE messagdo its destination. Af-
ter receving the INVITE messagethe inboundproxy
sener getsthe currentlocation (i.e. IP addresspf UA-
2 by queryingthe location service,thenit forwardsthe
INVITE messagéo UA-2. Uponreceving theINVITE
messagelJA-2 ringsandreplieswith a180 Ringing
messagé¢o UA-1 sothatthecallercanheartheringback
tone. Whenthe calleepicks up the phone,UA-2 sends
backa200 OKmessagé¢o UA-1 to inform thatthecall
hasbeenanswered.Uponreceving the 200 OKmes-
sage,UA-1 stopsthe ringbacktone and sendsback an
ACKmessagdo UA-2. After UA-2 recevesthe ACK
messagethe threeway handshak is completedandthe
VoIP sessionis established. Note the messagéodies
of the INVITE messagand200 OKmessageontain
the negotiatedmediasessiorparameterge.g.,codec,|P
addressand port numberof the RTP stream)speci ed
in SessiorDescriptionProtocol(SDP)[10]. Now UA-
1 and UA-2 begins to sendRTP [21] voice streamsto
eachotherbasedn the negotiatedmediasessiorparam-
eters.At theendof thecall, UA-1 (UA-2) hangsup rst
andsendsa BYEmessag¢o its peer After receving the
BYEmessagdJA-2 (UA-1) sendsdacka200 OKmes-
sageandstopssendingits RTP streamto its peer Upon
receving the 200 OK UA-1 (UA-2) stopssendingits
RTP streamdo its peer Thenthe SIP sessionis termi-
nated.

2.1 SIP Security

The SIP securityis largely basedon existing security
mechanism$or HTTP andSMTR The SIP speci cation
[19] recommendsusing TLS [6] or IPSec[11] to pro-
tectthe SIP signalingpathin SIP networks. It suggests
usingS/IMIME[14] to protecttheintegrity andcon den-
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Figure2: An Exampleof Messagd-low of SIP Authen-
ticationfor REGISTER INVITE andBYE Messages

tiality of SIP messagesHowever, it is dif cult to pro-
tectthe SIPmessagérom end-to-endsinceintermediate
SIP seners needto examine and changecertain elds
of theSIPmessagewhile they aretransferredSIPman-
dateghatall SIPproxies redirectsenersandregistration
senersmustsupportTLS [6] andHTTP digestbasedau-
thentication[7]. However, UAs arerequiredto support
HTTP digestbasedauthenticatior7] only.

Basedon HTTP digest authentication[7], SIP au-
thenticatiorprovidesanti-replayprotectionandone-way
authenticationto SIP messages.It can be usedby a
SIP UAC, SIP UAS, SIP proxy or registrar sener to
prove that it knows the sharedsecretpassword. Fig-
ure 2 shaws the typical SIP authenticatiorof call regis-
tration, call setupandtermination. Whena SIP sener
(e.g. proxy, registrar) receves a SIP request(e.qg.
INVITE , REGISTER BYB), the SIP sener challenges
the UAC with eithera401 unauthorized  ora407
proxy-authencation required messageUpon
receving the 401 or 407 responsethe UAC applies
speci ¢ digestalgorithm (e.g., MD5 [17]) to SIP mes-
sageelds request-URlusernamepasswod, realm and
nonceto geta hashvalue. Thenthe UAC resendhe SIP
requestwith the hashvalue as part of the credentialto
authenticatehe SIPrequest.

However, existing SIP authenticatiorhasthe follow-
ing weaknesses:

It only appliesto a few SIP messages(e.g.,
INVITE , BYE REGISTER, andit leavesotherim-
portant SIP messagege.g., TRYING RINGING,
200 OK ACKandBUSY unprotected.

It only protects a few SIP elds (e.g.,
request-URI , username, realm ), and it
leavesotherimportantSIP elds (e.g.,SDP, From,
To) unprotected.

It only appliesto SIPmessagefom the UAC (i.e.,
SIP phone)to SIP seners,andit leavesall the SIP
messagefom the SIPsenersto UAC unprotected.

SinceUAs are not requiredto supportary link level
encryption(e.g.,TLS, IPsec) the SIPmessagebetween
the SIP senersandthe UAs arein cleartext. There-
fore,ary man-in-the-middIéMITM) in betweerthe SIP
sener and the SIP UA can freely modify those elds
that are not protectedby the SIP authentication. Fur
thermorethe MITM canfreely spoofary SIP messages
from ary SIP sener to ary particularSIP UA sincethe
SIP messagefrom SIP senersto SIP UAs arenot au-
thenticatedhtall. All thesevulnerabilitiesin SIPauthen-
ticationmale it possibleto manipulatehe SIPmessages
to corruptthebilling of SIP-based/olP systems.

3 Billing Attacks on SIP-basedVolP Sys-
tems

In this sectionwe discusshow thevulnerabilitiesin SIP
can be exploited to launchbilling attacksagainst SIP-
basedVolP systems. Speci cally, we focus on those
billing attacksthattarget subscriber®f SIP-based/olP
systems.

Existing commercialVolP servicesmay have either
unlimitedor limited call timesof certaincalls (e.g.,do-
mesticor internationalcall to selecteccountries).If the
VolIP subscribergall somenumbers(e.g., international
or 900) thatare not coveredin the unlimited plan, they
have to pay thosecalls on a per minute basis. In addi-
tion, the VoIP subscriberof a limited serviceplan (e.g.,
500 minutes/monthpeedgo payary callsthatareover
the call time limit. In thesecasesijf the attacler could
someh@ make unauthorizectalls or prolongthe dura-
tion of calls madeby the VoIP subscribersthe attacler
canmale the selected/olP subscribeto pay morethan
he/sheshould.

Onekey componentn all ourbilling attackss theuse
of MITM. GiventhatVolP serviceprovidersusuallyop-
erateoneor a few SIP senersfor call setup,mostSIP
phoneswill behundred®r eventhousandsf milesaway
from the SIP signalingsener. This would give the at-
tacker mary opportunitiego play theMITM in the pub-
lic Internet.

We describefour such billing attacksagainst sub-
scribersof leading VoIP service providers (e.g., Von-
age,AT&T): 1)inviteReplaybilling attack;2) FakBusy
billing attack; 3) ByeDelaybilling attack;and4) Bye-
Drop billing attack. Note all the billing attackswe ex-
perimentedvereagainstoursehesratherthanary other
VolIP subscribersAt notime did we sendary VolIP traf-

¢ to negatively affect the VoIP infrastructureor violate
ary serviceagreement.
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Figure3: InviteReplayBilling Attack againstAT&T SIP
Phone

3.1 InviteReplayBilling Attack

InviteReplaybilling attackaimsto make unauthorized
calls by replayinginterceptedNVITE messagesSuch
a billing attack exploits the implementationerrors of
the anti-replayfunctionality in SIP authenticationand
it could be effective evenif the INVITE messageare
protectedby SIP authentication.

Figure 3 illustratesthe big picture of InviteReplay
billing attackagainstAT&T SIP VoIP subscribers.The
MITM who s in betweerthe AT&T SIP phoneandthe
AT&T SIP sener canobsere andinterceptall the SIP
messagesentby the AT&T SIP phone. The MITM
cansendtheinterceptedNVITE messagéo anotherat-
tacker, who canmale unauthorizedIP calls by replay-
ing themodi ed INVITE messageFigure4 shavs the
messageo w of thelnviteReplaybilling attack.Stepq1-
4) shawv thatwhenthe AT&T SIP phone(xxx-xxx-0451)
callsa PSTNphone(xxx-xxx-9398),the SIPphoneneed
to authenticateshe INVITE messagéo the SIP proxy
uponrequest. The MITM can earesdropthe INVITE
messagavith the authenticatiorcredentialsand sendit
to the remoteactive attacler. The remoteattacler can
freely modify the RTP sessionparameterge.g., IP ad-
dressandport number)speci ed in the SDP part of the
INVITE messagsincethey arenot protectedoy the SIP
authentication.Thenthe attacler canrepeatedlymount
InviteReplay billing attack by replaying the modi ed
INVITE messagasshavn in steps(5-10). After step
(5-9),thecallis establishedbetweertheattacler andthe
SIP sener. In step10, the attacler and the SIP proxy
exchangeRTP streamgo eachotheraccordingto nego-
tiatedsessiorparameterge.g.,IP addresandport num-
ber) speci ed in the INVITE and200 OKmessages.
Now the active attacler could eitherspeakto the callee
or play somerecordedvoice messageAfter step(5-10),
theonlineactvity systemof AT&T' s CallVantageshovs
that AT&T SIP phonemadeanothercall to the PSTN
phonealthoughthe original AT&T VolIP subscribedid
notcall the calleeagnin.

We measurethe call durationby collecting network
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Figure4: Messagd-low of InviteReplayBilling Attack
againstAT&T SIPPhone

trafc. Interestingly the RTP streamsof every unau-
thorized call last about 3 minutes. After 3 minutes,
the AT&T SIP proxy sendsthe attacler an INVITE
Sip:******0451@192.168.1.118:506051P/2.0message
andstopssendingRTP streams.We suspecthatthis is
dueto the periodicregistrationby the AT&T SIP phone,
which would allow AT&T SIP proxy to identify the dif-
ferencebetweerthe currentlocation(i.e., IP addresspf
the AT&T SIP phoneandthe IP addresgo whereit is
sendingthe RTP stream.However, sincethe IP address
of the REGISTERmessagés not protectedby the SIP
authenticationjt canbe easily spoofedaswell. There-
fore, it is possibleto make the unauthorized/olP calls
longerthan3 minutes.

Our experiencesshav that the interceptedINVITE
messagean be replayedsuccessfullyone week after it
hasbeenintercepted.This meanghatthe attacler could
repeatedifaunchthe InviteReplaybilling attackagainst
thetargetedAT&T VolP subscriber

Our experimentswith our Vonageaccountshav that
Vonagesubscribergareimmunefrom suchinviteReplay
billing attack. This suggestshat VonageSIP sener has
implementedhe anti-replayfunctioncorrectly

3.2 FakeBusyBilling Attack

FakeBusybilling attackessentiallyhijacksVolP calls of
targetedVolP subscribetand controlsthe VolIP call du-
ration. As a result,the call attemptecby the VoIP sub-
scriberwould fail, andyet the VoIP subscribemwill be
billed for the call of durationdeterminedy the attacler.

Figure 5 illustratesthe network setupof FakeBusy
billing attack, ByeDelay billing attack and ByeDrop
billing attack. Thereexist two MITMs: MITM1 stands
betweenthe SIP phone(e.g., Vonagephone)and the
SIP seners (e.g., Vonage proxy seners) at one end,
andMITM2 standsbetweenthe SIP phone(e.g.,AT&T
phone)andtheSIPseners(e.g.,AT&T proxyseners)of
theotherend.

Figure 6 shavs the messageow of the FakeBusy



Figure 5: Network Setupof FakeBusy-billing Attack,
ByeDelay-billingAttack andByeDrop-billing Attack

billing attack when a Vonage phone calls an AT&T
phone.Theleft andright partsshav themessageo ws of
thecallersideandthecalleeside,respectiely. Notethat
the signalingpathandthe RTP streamgatharenot nec-
essarilythe same We useSIP senerto denotethe sener
(proxy) that handlessignaling messagesand use RTP
senerto denotethesenerthathandlegshe RTP streams.
In step(1-4), the caller authenticateshe INVITE mes-
sageto the VonageSIP sener. In step4, MITML1 inter-
ceptsthe INVITE messagevith authenticatiorcreden-
tials and modi es the IP addressand the port number
for RTP streamto its own IP and a chosenport num-
ber (e.g.,22222). In step5, MITM1 sendsthe modi-
ed INVITE messagéo the VonageSIP sener. Upon
receving the modi ed INVITE messagethe Vonage
SIP sener informs the AT&T SIP sener that the Von-
agephonewantsto call the AT&T phone. Meanwhile,
MITM1 sendsa BUSYmessagéeo the caller, which will
male the caller think thatthe calleeis on the phone.In
stepl’, the AT&T SIP sener sendsan INVITE mes-
sageto thecallee. MITM2 interceptghe INVITE mes-
sageandreplieswith TRYING RINGING and200 OK
messagesMITM2 speci es his own IP addressand a
chosenport number(e.g.,22222)in the 200 OKmes-
sage.Thiswould letthe AT&T senerssendRTP stream
to MITM2 ratherthan AT&T phone. The VonageSIP
sener then sendsTRYING, RINGING, 200  OKmes-
sageto MITM1. Now thelP addressindtheportnumber
inthe200 OKmessag@ointto the VonageRTP sener.
MITM1 replieswith an ACKmessag¢o the VonageSIP
sener. Accordingly, the AT&T SIPsenersendsan ACK
messageo MITM2. Now the call hasbeensuccessfully
setupbetweenMITM1 and MITM2, andthe VoIP ser
vice providers(e.g.,Vonage AT&T) startsto countthe
time of thecall.

In ourexperimentsyelettheMITM1 andMITM2 ex-
changeRTP streamdor about34 minutesbeforewe let
MITM2 terminatethe call. To terminatethe established
call, MITM2 generateaBYEmessagandsendst to the
AT&T SIPsener. Sincethe AT&T SIPsenerdoesnt re-
quiretheBYEmessagéo beauthenticatedt will accept
it, reply with a200 OKmessagandwill askthe Von-
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Figure6: Messagéd-low of FakeBusyBilling Attack

age SIP senersto teardown the established/olP call.

VVonages online call actiity systemshaws that Vonage
phonemadea call of 34 minuteslong to AT&T phone,
while the caller thinks the attempteccall hasfailed and
thecalleedoesnotevenknow he hasever beencalled.

3.3 ByeDelayBilling Attack

ByeDelaybilling attackseeksto transparentlyprolong
the durationof establishecdtalls betweentargetedVolP
subscribershy delayingthe BYE messages.Figure 7
shavs the messageo w of the attackwhen a Vonage
phonecalls an AT&T phone. Steps(1-9) and (1'-6")
are the sameas the normal call. When the caller or
the calleehangsup andsendsa BYE messagéo its SIP
sener, MITMs intercepthe BYEmessagandsendback
a200 OKmessageThiswould give thecalleror callee
the impressiorthat the call hassuccessfullyterminated
while the MITMs have taken over the establishectall.
In step12 and 9, MITM1 and MITM2 generatebo-
gusRTP streamsandsendthemto Vonageand AT&T' s
RTP senersrespectiely. This would give the service
providerstheimpressiorthatthecallerandthecalleeare
still actively talking, andthus prolongthe call duration
to bebilled.

In our experiments,we let the MITMs exchanging
bogus RTP streamsfor about 19 minutes before let-
ting MITM2 generatea BYEmessagandsendit to the
AT&T SIPsenerto terminatethe prolongedcalled. Al-
ternatively, we canlet MITMs sendtheinterceptedBYE
messagesVonages online activity systemshaved that
thecall betweerthe Vonagephoneandthe AT&T phone
was 19 minuteslongerthanit actuallywas. Therefore,
ByeDelayattackcould effectively causeoverchagesof
the callsmadeby the VVolP subscribers.
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Figure7: Messagd-low of ByeDelayBilling Attack

3.4 ByeDrop Billing Attack

ByeDrop billing attack prolongsthe durationof estab-
lishedcallsbetweertargetedVolP subscriberdy simply
droppingthe BYE messagesFigure 8 shaws the mes-
sage o w of ByeDropbilling attack.In our experiments,
the normal call lastedfor about2 minutesbefore one
side hungup. Similar to ByeDelaybilling attack,the
MITMs interceptedhe BYE messagesndthey replied
with 200 OKmessagewhich gavethecallerandcallee
theimpressiorthatthe call hadterminatedsuccessfully
The bogusRTP streams,as shavn in step12 and 9',
lastedfor about20 minutesbeforethe MITM2 stopped
sendingRTP streams.Surprisingly both Vonages RTP
sener and AT&T' s RTP sener kept sendingunidirec-
tional RTP streamgo Vonagephoneand AT&T phone
respectrely for about218minutes.After replayingthose
RTP streamswe foundoutthatthey arejustbackground
sounds After about218 minutes the VonageSIP sener
andAT&T SIPsenersentBYEmessageéhovn in step
14and10") to terminatethe call andtheir corresponding
RTP senersstoppedsendingRTP streams.We checled
the Vonages online call activity system,andit shaved
that the call betweenthe Vonagephoneandthe AT&T
phonelastedfor about240 minuteseventhoughthereal
call betweertheVVonagephoneandthe AT&T phonewas
only 2 minuteslong.

3.5 Discussion

We have showvn that attaclers, who are in betweenthe
SIP phoneand SIP seners, could successfullylaunch
billing attackson subscribersf SIP-based/olP services
withouttheknowledgeof the secrefpassverd sharecbe-
tweenthe SIP phonesand the SIP seners. Sincethe
SIP authenticationmechanismhas built-in anti-replay
capability arny correctimplementationof SIP authenti-
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Figure8: Messagd-low of ByeDropBilling Attack

cation(e.g, Vonage)shouldimmunefrom the InviteRe-
play billing attack. Therefore AT&T' s vulnerability to
InviteReplaybilling attackis dueto its implementation
error, andit is easyto x. However, FakeBusy ByeDe-
lay andByeDropbilling attacksexploit theinherentvul-
nerabilitiesof the existing SIP protocol, and they are
more dif cult to defendagainst. For example,correla-
tion of the RTP streamsandthe SIP messagebkasbeen
shavnto beableto detectsomeVolP attackg24, 23, 22).
However, simply correlatingthe RTP streamsand the
SIP messagesvill not detectthe FakeBusy ByeDelay
and ByeDrop billing attackswhich could generatebo-
gusRTP streamswith correctlP addressegortnumbers
and sequencenumbers. This is due to the lack of in-
tegrity protectionof the SIP messageind RTP stream.
If the SIP messagesarefully protectedandall the RTP
streamsare properly encryptedwith anti-replayprotec-
tion, the FakeBusyand ByeDelaybilling attackscould
be detectedand prevented. However, ByeDrop billing
attackis still viableevenif all the SIPmessagearefully
protectechndall theRTP streamsreproperlyencrypted.
Sincepaclet droppingcouldindeedhappematurallyon
the Internet,it is quite dif cult to differentiatethe Bye-
Drop billing attackfrom the naturalpacletloss. How to
effectively mitigate suchkind of billing attacksremains
anopenresearctproblem.

4 RelatedWorks

Herewe brie y overview existing works relatedto SIP
security Arkko et al [3] proposeda schemeto negoti-
atethe securitymechanisnusedbetweena UA andand
its next-hop SIP entity. Baugheret al [4] proposedSe-
cureReal-timeTransportProtocol(SRTP) to protectthe
RTPtrafc. Salsancetal [20] evaluatedthe SIPprocess-



ing overheadf SIPauthenticatiomndTLS. Geneiatakis
et al [8] looked at the potentialthreatsto SIP McGann
and Sicker [12] analyzeddetectioncapability of several
VolIP securitytools. ReynoldsandGoshal[16] proposed
multi-protocolprotectionagainst ooding attacksagainst
VoIP network. Rosenbeag [18] describedthe possibil-
ity to trick theinteractivevoicerespons€lVR) systems
into sendinglarge amountof RTP pacletsto the tamget,
and proposedusing interactive connectivity establish-
ment(ICE) to mitigate sucha denial-of-serviceattack.
Wu etal [24] andSengr et al. [23, 22] proposectross-
protocolmethodsto detectdenial-of-serviceattackson
VolP. However, noneof thepreviously proposed/olPin-
trusiondetectiormethodscoulddetecthebilling attacks
we have described.

Theconcepbf billing attackonVolP is notnew. Both
Internetdraft [13] and paper[24] have mentionedthe
possibility of billing attackson SIP-basedvolP. How-
ever, they have neitherimplementednor validatedthe
possiblebilling attacks. To the bestof our knowledge,
oursis the rst publishedwork thatactuallyimplements
andempiricallyvalidateshilling attacksagainstdeployed
SIP-based/olP.

5 Conclusions

Billing is fundamentato any commerciaMolP services
andit hasdirectimpacton eachcommercialVolP sub-
scriber The useof public Internetfor signalingmakes
VolP moresusceptiblgo signaling-basetilling attacks
than traditional PSTN calls. In addition, the change
from PSTN architecture wherethe compleity andin-
telligenceare in the network core, to VolP, wherethe
thecomplity andintelligencearemovedto edgehand-
setswith relatively dumbnetwork core, may inherently
make the VolIP billing and accountingmore challeng-
ing for the VoIP serviceproviders. We have presented
four billing attackonsubscribersf SIP-based/olP ser
vices: InviteReplayattack,FakeBusyattack, ByeDelay
attackand ByeDrop attack, which could incur chages
on calls not madeby the subscriberor overchageson
calls madeby the subscribers. Our experimentsshav
thatmillions subscribersf leadingcommerciaMolP ser
vice providerssuchasVonageandAT&T arevulnerable
to variousbilling attacksandthebilling of existing SIP-
basedVolP servicess not trustworthy. We suspecthat
theVolPbilling vulnerabilitiesve haveidenti ed arejust
thetip of theicebeg. We hopethatour work will bring
the the researclcommunitys attentionto the problems
of VoIP billing andwill inspirefuturework on securing
VolIP billing.
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