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Abstract

Billing is fundamentalto any commercialVoIP services
and it hasdirect impact on eachindividual VoIP sub-
scriber. Oneof themostbasicrequirementsof any VoIP
billing function is that it mustbe reliableandtrustwor-
thy. FromtheVoIPsubscriber'sperspective,VoIPbilling
shouldonly charge them for the calls they have really
madeandfor thedurationthey have called.

Existing VoIP billing is basedon VoIP signaling.
Therefore,any vulnerability in VoIP signalingis a po-
tential vulnerability of VoIP billing. In this paper, we
examinehow thevulnerabilitiesof SIPcanbeexploited
to compromisethe reliability andtrustworthinessof the
billing of SIP-basedVoIP systems.Speci�cally, we fo-
cuson thebilling attacksthatwill createinconsistencies
betweenwhat the VoIP subscribersreceived and what
the VoIP serviceproviders have provided. We present
four billing attackson VoIP subscribersthatcouldresult
in chargeson thecalls thesubscribershave not madeor
overchargesontheVoIPcallsthesubscribershavemade.
Ourexperimentsshow thatVonageandAT&T VoIPsub-
scribersarevulnerableto thesebilling attacks.

1 Intr oduction

VoIP is becomingincreasinglypopulardueto its advan-
tagesin cost and functionality. IDC [5] predictedthat
thenumberof USresidentialVoIPsubscriberswill grow
from 10.3million in 2006to 44million by 2010.

Billing is oneof themostfundamentalcomponentof
any commercialVoIPservicesandit hasdirectimpacton
eachindividual VoIP subscriber. Onebasicrequirement
of any VoIP billing function is that it must be reliable
and trustworthy. For example,VoIP serviceproviders
dependon billing to charge their customersfor all the
billable servicesand they do not want to loseany rev-
enuesfrom any billable servicesthey provide. On the
otherhand,VoIP subscribersexpectthebilling beaccu-

rateso that they will be chargedonly for the calls they
have madeandfor the durationthey have really called.
In addition,theVoIPbilling shouldberesilientto billing
fraudandbefreeof any inconsistency betweenwhatthe
serviceprovidershave providedandwhatthecustomers
have received.

ExistingVoIP billing is basedon VoIP signaling.Ses-
sion Initiation Protocol(SIP) is the dominantVoIP sig-
nalingprotocol,andit is beingusedwidely in commer-
cial VoIP services.Therefore,any vulnerability in SIP
could make the billing of many commercialSIP-based
VoIPsystemsvulnerable.

In this paper, we examinehow the vulnerabilitiesof
SIP canbe exploited to compromisethe reliability and
trustworthinessof the billing of SIP-basedVoIP sys-
tems. Speci�cally, we focuson the billing attacksthat
will createinconsistenciesbetweenthe what the VoIP
subscribershave received and what the VoIP service
providershave provided. We presentfour billing attacks
on VoIP subscribers1) InviteReplay; 2) FakeBusy; 3)
ByeDelay; and4) ByeDrop that could eithermake calls
without subscriber's authorizationor prolong the dura-
tion of subscriber's call transparently. For calls (e.g. in-
ternationalcall) thatarechargedwith a perminuterate,
thesebilling attackswill result in eitherchargeson the
callsthesubscribershavenotmadeor overchargesonthe
VoIP calls the subscribershave made. Note theseVoIP
billing attacksdonot requireany collaborationsfrom the
SIPserversor SIPphonesandthey couldlaunchedwith-
outknowledgeof thesecretpasswordsharedbetweenthe
SIPserver andSIPphone.While theFakeBusy, ByeDe-
lay andByeDropbilling attacksneedthemanin themid-
dle (MITM) at both endsof the signalingpath, the In-
viteReplaybilling attackcanbelaunchedfrom virtually
anywhereoncetheattackerhasobtainedacopy of onele-
gitimateINVITE messagefrom thevictim's SIPphone.

We have implementedthesebilling attacksagainst
VoIP subscribersand experimentedwith our VoIP ac-
countsof Vonage[1] andAT&T [9]. Our experiments



show that AT&T VoIP subscribersarevulnerableto all
the above mentionedfour billing attacks,and Vonage
VoIPsubscribersarevulnerableto theFakeBusy, ByeDe-
lay andByeDropattacks. In eithercase,the VoIP sub-
scriberscouldbeoverchargeddueto thebilling attacks.
Sincethesebilling overchargesarenot causedby theer-
rorsof thebilling systemitself, but rathertheexploits of
thevulnerabilitiesof SIP, they will createhard-to-resolve
disputesbetweenthe VoIP subscribersand the service
providers.Oneimmediateconsequenceof theidenti�ca-
tion of thesebilling attacksis that thebilling of existing
VoIPservicesbecomesquestionableanduntrustworthy.

Therestof this paperis organizedasfollows. Section
2 givesanoverview of SIP andits securitymechanism.
Section3 presentsfour billing attacksonSIP-basedVoIP
subscribers.Section4 describesrelatedworks. Section
5 concludesthepaper.

2 SIP Overview

SessionInitiation Protocol (SIP) [19], is a generalpur-
pose,applicationlayer signalingprotocolusedfor cre-
ating, modifying, and terminatingmultimediasessions
(e.g. VoIP calls) amongInternet endpoints. SIP de-
�nes thesignalinginteractionbetween:useragent(UA),
proxy server, redirect server, registrar serverandloca-
tion server. An UA representsan endpointof the com-
munication(i.e., a SIP phone). Basedon its role in the
communication,anUA couldbeeitherUA client or UA
server. The proxy server is the intermediateserver that
actson behalfof UA to forward theSIPmessagesto its
destination. The registrar server handlesthe UA's reg-
istration request. The locationserver maintainsthe lo-
cation informationof the registeredUAs. The redirect
server providesthe UA client with an alternative setof
contactaddressesonbehalfof theUA server.

SIPis basedonanHTTP-likerequest/responsemodel.
To setup,manageor terminateaVoIPsession,UA client
(UAC) sendsaSIPrequestmessageto aSIPserveror UA
server (UAS). Thenthe SIP server or UAS replieswith
a SIP responsemessageidenti�ed by a statuscodethat
indicatesthe outcomeof the request.Eachuserin SIP
network is identi�ed by a SIPUniform ResourceIdenti-
�er (URI), which usuallycontainsa usernameandhost-
name. Figure1 shows a typical SIP message�o w of a
call setupand tear down. When the caller (UA-1) be-
gins to initiate a call to the callee(UA-2), it sendsan
INVITE messageto its outboundproxyserveratdomain
SIPproxy1.com.Upon receiving the INVITE message,
theoutboundserver locatestheinboundserveratdomain
SIPproxy2.comvia DomainNameService(DNS), and
forwards the INVITE messageto the inboundserver.
Meanwhile,theoutboundproxyserversendsbacka100
TRYING messageto UA-1 which meansthat outbound
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Figure 1: An Exampleof SIP Flow of Call Setupand
TearDown

proxy hasreceived the requestandit is working on for-
warding the INVITE messageto its destination. Af-
ter receiving the INVITE message,the inboundproxy
server getsthecurrentlocation(i.e. IP address)of UA-
2 by queryingthe locationservice,thenit forwardsthe
INVITE messageto UA-2. Uponreceiving theINVITE
message,UA-2 ringsandreplieswith a 180 Ringing
messageto UA-1 sothatthecallercanheartheringback
tone. Whenthe calleepicks up the phone,UA-2 sends
backa 200 OKmessageto UA-1 to inform thatthecall
hasbeenanswered.Upon receiving the 200 OKmes-
sage,UA-1 stopsthe ringbacktone and sendsback an
ACKmessageto UA-2. After UA-2 receives the ACK
message,the threeway handshake is completedandthe
VoIP sessionis established.Note the messagebodies
of the INVITE messageand200 OKmessagecontain
thenegotiatedmediasessionparameters(e.g.,codec,IP
addressand port numberof the RTP stream)speci�ed
in SessionDescriptionProtocol(SDP) [10]. Now UA-
1 and UA-2 begins to sendRTP [21] voice streamsto
eachotherbasedonthenegotiatedmediasessionparam-
eters.At theendof thecall, UA-1 (UA-2) hangsup �rst
andsendsa BYEmessageto its peer. After receiving the
BYEmessage,UA-2 (UA-1) sendsbacka200 OKmes-
sageandstopssendingits RTP streamto its peer. Upon
receiving the 200 OK, UA-1 (UA-2) stopssendingits
RTP streamsto its peer. Thenthe SIP sessionis termi-
nated.

2.1 SIP Security
The SIP security is largely basedon existing security
mechanismsfor HTTPandSMTP. TheSIPspeci�cation
[19] recommendsusing TLS [6] or IPSec[11] to pro-
tect the SIP signalingpathin SIP networks. It suggests
usingS/MIME[14] to protecttheintegrity andcon�den-
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Figure2: An Exampleof MessageFlow of SIPAuthen-
ticationfor REGISTER,INVITE andBYE Messages

tiality of SIP messages.However, it is dif�cult to pro-
tecttheSIPmessagefrom end-to-endsinceintermediate
SIP servers needto examineand changecertain �elds
of theSIPmessageswhile they aretransferred.SIPman-
datesthatall SIPproxies,redirectserversandregistration
serversmustsupportTLS [6] andHTTPdigestbasedau-
thentication[7]. However, UAs arerequiredto support
HTTPdigestbasedauthentication[7] only.

Basedon HTTP digest authentication[7], SIP au-
thenticationprovidesanti-replayprotectionandone-way
authenticationto SIP messages.It can be usedby a
SIP UAC, SIP UAS, SIP proxy or registrar server to
prove that it knows the sharedsecretpassword. Fig-
ure2 shows the typical SIPauthenticationof call regis-
tration, call setupand termination. Whena SIP server
(e.g. proxy, registrar) receives a SIP request (e.g.
INVITE , REGISTER, BYE), the SIP server challenges
theUAC with eithera 401 unauthorized or a 407
proxy-authencation required message.Upon
receiving the 401 or 407 response,the UAC applies
speci�c digestalgorithm(e.g.,MD5 [17]) to SIP mes-
sage�elds request-URI, username, password, realm, and
nonceto geta hashvalue.ThentheUAC resendtheSIP
requestwith the hashvalueaspart of the credentialto
authenticatetheSIPrequest.

However, existing SIP authenticationhasthe follow-
ing weaknesses:

� It only applies to a few SIP messages(e.g.,
INVITE , BYE, REGISTER), andit leavesotherim-
portant SIP messages(e.g., TRYING, RINGING,
200 OK, ACKandBUSY) unprotected.

� It only protects a few SIP �elds (e.g.,
request-URI , username , realm ), and it
leavesotherimportantSIP�elds (e.g.,SDP, From,
To) unprotected.

� It only appliesto SIPmessagesfrom theUAC (i.e.,
SIPphone)to SIPservers,andit leavesall theSIP
messagesfrom theSIPserversto UAC unprotected.

SinceUAs arenot requiredto supportany link level
encryption(e.g.,TLS, IPsec),theSIPmessagesbetween
the SIP servers and the UAs are in clear text. There-
fore,any man-in-the-middle(MITM) in betweentheSIP
server and the SIP UA can freely modify those�elds
that are not protectedby the SIP authentication. Fur-
thermore,theMITM canfreely spoofany SIPmessages
from any SIP server to any particularSIP UA sincethe
SIP messagesfrom SIP servers to SIP UAs arenot au-
thenticatedatall. All thesevulnerabilitiesin SIPauthen-
ticationmake it possibleto manipulatetheSIPmessages
to corruptthebilling of SIP-basedVoIPsystems.

3 Billing Attacks on SIP-basedVoIP Sys-
tems

In this section,we discusshow thevulnerabilitiesin SIP
can be exploited to launchbilling attacksagainst SIP-
basedVoIP systems. Speci�cally, we focus on those
billing attacksthat targetsubscribersof SIP-basedVoIP
systems.

Existing commercialVoIP servicesmay have either
unlimitedor limited call timesof certaincalls (e.g.,do-
mesticor internationalcall to selectedcountries).If the
VoIP subscriberscall somenumbers(e.g., international
or 900) that arenot coveredin the unlimited plan, they
have to pay thosecalls on a per minutebasis. In addi-
tion, theVoIP subscriberof a limited serviceplan (e.g.,
500minutes/month)needsto payany calls thatareover
the call time limit. In thesecases,if the attacker could
somehow make unauthorizedcalls or prolongthe dura-
tion of calls madeby the VoIP subscribers,the attacker
canmake theselectedVoIP subscriberto paymorethan
he/sheshould.

Onekey componentin all ourbilling attacksis theuse
of MITM. GiventhatVoIP serviceprovidersusuallyop-
erateoneor a few SIP servers for call setup,mostSIP
phoneswill behundredsor eventhousandsof milesaway
from the SIP signalingserver. This would give the at-
tacker many opportunitiesto play theMITM in thepub-
lic Internet.

We describefour such billing attacksagainst sub-
scribersof leading VoIP serviceproviders (e.g., Von-
age,AT&T): 1)InviteReplaybilling attack;2) FakBusy
billing attack;3) ByeDelaybilling attack;and4) Bye-
Drop billing attack. Note all the billing attackswe ex-
perimentedwereagainstourselvesratherthanany other
VoIP subscribers.At no time did we sendany VoIP traf-
�c to negatively affect theVoIP infrastructureor violate
any serviceagreement.
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Figure3: InviteReplayBilling AttackagainstAT&T SIP
Phone

3.1 InviteReplayBilling Attack
InviteReplaybilling attackaims to make unauthorized
callsby replayinginterceptedINVITE messages.Such
a billing attack exploits the implementationerrors of
the anti-replayfunctionality in SIP authentication,and
it could be effective even if the INVITE messagesare
protectedby SIPauthentication.

Figure 3 illustrates the big picture of InviteReplay
billing attackagainstAT&T SIP VoIP subscribers.The
MITM who is in betweentheAT&T SIPphoneandthe
AT&T SIP server canobserve andinterceptall the SIP
messagessent by the AT&T SIP phone. The MITM
cansendtheinterceptedINVITE messageto anotherat-
tacker, who canmake unauthorizedSIPcallsby replay-
ing themodi�ed INVITE message.Figure4 shows the
message�o w of theInviteReplaybilling attack.Steps(1-
4) show thatwhentheAT&T SIPphone(xxx-xxx-0451)
callsaPSTNphone(xxx-xxx-9398),theSIPphoneneed
to authenticatesthe INVITE messageto the SIP proxy
upon request. The MITM can eavesdropthe INVITE
messagewith theauthenticationcredentials,andsendit
to the remoteactive attacker. The remoteattacker can
freely modify the RTP sessionparameters(e.g., IP ad-
dressandport number)speci�ed in theSDPpart of the
INVITE messagesincethey arenotprotectedby theSIP
authentication.Thenthe attacker canrepeatedlymount
InviteReplay billing attack by replaying the modi�ed
INVITE messageasshown in steps(5-10). After step
(5-9), thecall is establishedbetweentheattackerandthe
SIP server. In step10, the attacker and the SIP proxy
exchangeRTP streamsto eachotheraccordingto nego-
tiatedsessionparameters(e.g.,IP addressandportnum-
ber) speci�ed in the INVITE and 200 OK messages.
Now the active attacker could eitherspeakto the callee
or play somerecordedvoicemessage.After step(5-10),
theonlineactivity systemof AT&T' sCallVantageshows
that AT&T SIP phonemadeanothercall to the PSTN
phonealthoughthe original AT&T VoIP subscriberdid
not call thecalleeagain.

We measurethe call durationby collecting network
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Figure4: MessageFlow of InviteReplayBilling Attack
againstAT&T SIPPhone

traf�c. Interestingly, the RTP streamsof every unau-
thorized call last about 3 minutes. After 3 minutes,
the AT&T SIP proxy sendsthe attacker an INVITE
sip:******0451@192.168.1.118:5060SIP/2.0message
andstopssendingRTP streams.We suspectthat this is
dueto theperiodicregistrationby theAT&T SIPphone,
which would allow AT&T SIPproxy to identify thedif-
ferencebetweenthecurrentlocation(i.e., IP address)of
the AT&T SIP phoneand the IP addressto whereit is
sendingtheRTP stream.However, sincethe IP address
of the REGISTERmessageis not protectedby the SIP
authentication,it canbe easilyspoofedaswell. There-
fore, it is possibleto make the unauthorizedVoIP calls
longerthan3 minutes.

Our experiencesshow that the interceptedINVITE
messagecanbe replayedsuccessfullyoneweekafter it
hasbeenintercepted.This meansthattheattacker could
repeatedlylaunchtheInviteReplaybilling attackagainst
thetargetedAT&T VoIPsubscriber.

Our experimentswith our Vonageaccountshow that
Vonagesubscribersareimmunefrom suchInviteReplay
billing attack.This suggeststhatVonageSIPserver has
implementedtheanti-replayfunctioncorrectly.

3.2 FakeBusyBilling Attack
FakeBusybilling attackessentiallyhijacksVoIP callsof
targetedVoIP subscriberandcontrolsthe VoIP call du-
ration. As a result,the call attemptedby the VoIP sub-
scriberwould fail, and yet the VoIP subscriberwill be
billed for thecall of durationdeterminedby theattacker.

Figure 5 illustrates the network setupof FakeBusy
billing attack, ByeDelay billing attack and ByeDrop
billing attack. Thereexist two MITMs: MITM1 stands
betweenthe SIP phone(e.g., Vonagephone)and the
SIP servers (e.g., Vonageproxy servers) at one end,
andMITM2 standsbetweentheSIPphone(e.g.,AT&T
phone)andtheSIPservers(e.g.,AT&T proxyservers)of
theotherend.

Figure 6 shows the message�o w of the FakeBusy
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Figure 5: Network Setupof FakeBusy-billing Attack,
ByeDelay-billingAttackandByeDrop-billingAttack

billing attack when a Vonagephone calls an AT&T
phone.Theleft andrightpartsshow themessage�o wsof
thecallersideandthecalleeside,respectively. Notethat
thesignalingpathandtheRTP streamspatharenot nec-
essarilythesame.WeuseSIPserver to denotetheserver
(proxy) that handlessignalingmessages,and useRTP
server to denotetheserver thathandlestheRTPstreams.
In step(1-4), thecallerauthenticatesthe INVITE mes-
sageto theVonageSIPserver. In step4, MITM1 inter-
ceptsthe INVITE messagewith authenticationcreden-
tials and modi�es the IP addressand the port number
for RTP streamto its own IP and a chosenport num-
ber (e.g., 22222). In step5, MITM1 sendsthe modi-
�ed INVITE messageto the VonageSIP server. Upon
receiving the modi�ed INVITE message,the Vonage
SIP server informs the AT&T SIP server that the Von-
agephonewantsto call the AT&T phone. Meanwhile,
MITM1 sendsa BUSYmessageto thecaller, which will
make thecaller think that thecalleeis on thephone.In
step1', the AT&T SIP server sendsan INVITE mes-
sageto thecallee.MITM2 interceptstheINVITE mes-
sageandreplieswith TRYING, RINGING and200 OK
messages.MITM2 speci�es his own IP addressand a
chosenport number(e.g.,22222)in the 200 OKmes-
sage.This would let theAT&T serverssendRTP stream
to MITM2 ratherthan AT&T phone. The VonageSIP
server then sendsTRYING, RINGING, 200 OK mes-
sageto MITM1. Now theIP addressandtheportnumber
in the200 OKmessagepoint to theVonageRTPserver.
MITM1 replieswith anACKmessageto theVonageSIP
server. Accordingly, theAT&T SIPserver sendsanACK
messageto MITM2. Now thecall hasbeensuccessfully
setupbetweenMITM1 andMITM2, and the VoIP ser-
vice providers(e.g.,Vonage,AT&T) startsto countthe
timeof thecall.

In ourexperiments,welet theMITM1 andMITM2 ex-
changeRTP streamsfor about34 minutesbeforewe let
MITM2 terminatethecall. To terminatetheestablished
call,MITM2 generatesaBYEmessageandsendsit to the
AT&T SIPserver. SincetheAT&T SIPserverdoesn't re-
quiretheBYEmessageto beauthenticated,it will accept
it, reply with a 200 OKmessageandwill asktheVon-
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Figure6: MessageFlow of FakeBusyBilling Attack

ageSIP servers to teardown the establishedVoIP call.
Vonage's online call activity systemshows that Vonage
phonemadea call of 34 minuteslong to AT&T phone,
while the caller thinks the attemptedcall hasfailed and
thecalleedoesnotevenknow hehaseverbeencalled.

3.3 ByeDelayBilling Attack

ByeDelaybilling attackseeksto transparentlyprolong
the durationof establishedcalls betweentargetedVoIP
subscribersby delaying the BYE messages.Figure 7
shows the message�o w of the attackwhen a Vonage
phonecalls an AT&T phone. Steps(1-9) and (1'-6')
are the sameas the normal call. When the caller or
thecalleehangsup andsendsa BYEmessageto its SIP
server, MITMs intercepttheBYEmessageandsendback
a 200 OKmessage.This would give thecalleror callee
the impressionthat the call hassuccessfullyterminated
while the MITMs have taken over the establishedcall.
In step 12 and 9', MITM1 and MITM2 generatebo-
gusRTP streamsandsendthemto VonageandAT&T' s
RTP servers respectively. This would give the service
providerstheimpressionthatthecallerandthecalleeare
still actively talking, andthusprolongthe call duration
to bebilled.

In our experiments,we let the MITMs exchanging
bogus RTP streamsfor about 19 minutes before let-
ting MITM2 generatea BYEmessageandsendit to the
AT&T SIPserver to terminatetheprolongedcalled.Al-
ternatively, we canlet MITMs sendtheinterceptedBYE
messages.Vonage's online activity systemshowed that
thecall betweentheVonagephoneandtheAT&T phone
was19 minuteslongerthanit actuallywas. Therefore,
ByeDelayattackcould effectively causeoverchargesof
thecallsmadeby theVoIPsubscribers.
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Figure7: MessageFlow of ByeDelayBilling Attack

3.4 ByeDrop Billing Attack
ByeDrop billing attackprolongsthe durationof estab-
lishedcallsbetweentargetedVoIPsubscribersby simply
droppingthe BYE messages.Figure8 shows the mes-
sage�o w of ByeDropbilling attack.In ourexperiments,
the normal call lastedfor about2 minutesbeforeone
side hung up. Similar to ByeDelaybilling attack, the
MITMs interceptedtheBYEmessages,andthey replied
with 200 OKmessageswhichgave thecallerandcallee
the impressionthat thecall hadterminatedsuccessfully.
The bogusRTP streams,as shown in step12 and 9',
lastedfor about20 minutesbeforethe MITM2 stopped
sendingRTP streams.Surprisingly, both Vonage's RTP
server and AT&T' s RTP server kept sendingunidirec-
tional RTP streamsto VonagephoneandAT&T phone
respectively for about218minutes.After replayingthose
RTPstreams,wefoundout thatthey arejustbackground
sounds.After about218minutes,theVonageSIPserver
andAT&T SIPserversentBYEmessages(shown in step
14and10') to terminatethecall andtheir corresponding
RTP serversstoppedsendingRTP streams.We checked
the Vonage's online call activity system,andit showed
that the call betweenthe Vonagephoneand the AT&T
phonelastedfor about240minuteseventhoughthereal
call betweentheVonagephoneandtheAT&T phonewas
only 2 minuteslong.

3.5 Discussion
We have shown that attackers,who are in betweenthe
SIP phoneand SIP servers, could successfullylaunch
billing attacksonsubscribersof SIP-basedVoIPservices
without theknowledgeof thesecretpasswordsharedbe-
tween the SIP phonesand the SIP servers. Since the
SIP authenticationmechanismhas built-in anti-replay
capability, any correctimplementationof SIP authenti-
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Figure8: MessageFlow of ByeDropBilling Attack

cation(e.g,Vonage)shouldimmunefrom the InviteRe-
play billing attack. Therefore,AT&T' s vulnerability to
InviteReplaybilling attackis dueto its implementation
error, andit is easyto �x. However, FakeBusy, ByeDe-
lay andByeDropbilling attacksexploit theinherentvul-
nerabilitiesof the existing SIP protocol, and they are
moredif�cult to defendagainst. For example,correla-
tion of theRTP streamsandtheSIPmessageshasbeen
shown to beableto detectsomeVoIPattacks[24, 23, 22].
However, simply correlatingthe RTP streamsand the
SIP messageswill not detectthe FakeBusy, ByeDelay
and ByeDrop billing attackswhich could generatebo-
gusRTPstreamswith correctIP addresses,portnumbers
and sequencenumbers. This is due to the lack of in-
tegrity protectionof the SIP messageandRTP stream.
If the SIP messagesarefully protectedandall the RTP
streamsareproperlyencryptedwith anti-replayprotec-
tion, the FakeBusyandByeDelaybilling attackscould
be detectedand prevented. However, ByeDrop billing
attackis still viableevenif all theSIPmessagesarefully
protectedandall theRTPstreamsareproperlyencrypted.
Sincepacket droppingcouldindeedhappennaturallyon
the Internet,it is quite dif�cult to differentiatethe Bye-
Drop billing attackfrom thenaturalpacket loss.How to
effectively mitigatesuchkind of billing attacksremains
anopenresearchproblem.

4 RelatedWorks

Herewe brie�y overview existing works relatedto SIP
security. Arkko et al [3] proposeda schemeto negoti-
atethesecuritymechanismusedbetweena UA andand
its next-hop SIP entity. Baugheret al [4] proposedSe-
cureReal-timeTransportProtocol(SRTP) to protectthe
RTPtraf�c. Salsanoetal [20] evaluatedtheSIPprocess-
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ing overheadof SIPauthenticationandTLS.Geneiatakis
et al [8] looked at the potentialthreatsto SIP. McGann
andSicker [12] analyzeddetectioncapabilityof several
VoIP securitytools.ReynoldsandGoshal[16] proposed
multi-protocolprotectionagainst�ooding attacksagainst
VoIP network. Rosenberg [18] describedthe possibil-
ity to trick the interactivevoiceresponse(IVR) systems
into sendinglarge amountof RTP packetsto the target,
and proposedusing interactive connectivityestablish-
ment(ICE) to mitigate sucha denial-of-serviceattack.
Wu et al [24] andSengar et al. [23, 22] proposedcross-
protocolmethodsto detectdenial-of-serviceattackson
VoIP. However, noneof thepreviouslyproposedVoIPin-
trusiondetectionmethodscoulddetectthebilling attacks
wehave described.

Theconceptof billing attackonVoIP is notnew. Both
Internetdraft [13] and paper[24] have mentionedthe
possibility of billing attackson SIP-basedVoIP. How-
ever, they have neither implementednor validatedthe
possiblebilling attacks. To the bestof our knowledge,
oursis the�rst publishedwork thatactuallyimplements
andempiricallyvalidatesbilling attacksagainstdeployed
SIP-basedVoIP.

5 Conclusions

Billing is fundamentalto any commercialVoIP services
andit hasdirect impacton eachcommercialVoIP sub-
scriber. The useof public Internetfor signalingmakes
VoIP moresusceptibleto signaling-basedbilling attacks
than traditional PSTN calls. In addition, the change
from PSTNarchitecture,wherethe complexity and in-
telligenceare in the network core, to VoIP, where the
thecomplexity andintelligencearemovedto edgehand-
setswith relatively dumbnetwork core,may inherently
make the VoIP billing and accountingmore challeng-
ing for the VoIP serviceproviders. We have presented
four billing attacksonsubscribersof SIP-basedVoIPser-
vices: InviteReplayattack,FakeBusyattack,ByeDelay
attackand ByeDrop attack,which could incur charges
on calls not madeby the subscribersor overchargeson
calls madeby the subscribers.Our experimentsshow
thatmillionssubscribersof leadingcommercialVoIPser-
viceproviderssuchasVonageandAT&T arevulnerable
to variousbilling attacks,andthebilling of existingSIP-
basedVoIP servicesis not trustworthy. We suspectthat
theVoIPbilling vulnerabilitieswehaveidenti�ed arejust
thetip of the iceberg. We hopethatour work will bring
the the researchcommunity's attentionto the problems
of VoIP billing andwill inspirefuturework on securing
VoIPbilling.
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